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1.Overview

1.1 Introduction

What is this software?

Ahsay Cloud Backup Suite v8 allows you to back up your data on the cloud. You can access
the AhsayCBS server environment easily on a user web console. This is a user interface that
allows you to login remotely to a backup server.

The User option in the main interface allows the AhsayCBS user to update user profile and
manage other settings such as reports.

The VM Run Direct option allows the AhsayCBS user to restore a VM by running it directly
from the backup files in the AhsayCBS. This is much faster than extracting from backup files
and copying to the production storage, which can take hours to complete. This feature helps
reduce disruption and downtime of your production VMs. Administrator can troubleshoot on the
failed virtual machine, while users are back in production with minimal disruption.

The Live Activities option is a monitoring tool which allows you to view the backup jobs and
restore jobs as they are running as well as to view all jobs that were run within the previous 1
hour.

+ Manage user profile M
+ Create and manage backup sets
+ Customize event log settings
= ‘iew backup reports for this user
AhsayCBS + \fiew statistics on users’ storage size
Backup/Restore . = View effective policies on user settings J

VM Run Direct = Staring up a VM on the AhsayCBS

+ \iew backup jobs that are curmenthy running or

G finishedwithin 1 hour

AhsayCBS Live Activities + \iiew restore jobs that are currently running or
finizshedwithin 1 haur
Monitering

www.ahsay.com




1.2 About This Document

What is the purpose of this document?

This document aims at providing all necessary information for you to work with the AhsayCBS
server at the user level to manage backup and restore jobs.

What should | expect from this document?

After reading through this documentation, you can expect to have sufficient knowledge to
perform various tasks on the AhsayCBS server. These include modifying user profile settings,
monitoring the backup and restore processes real time, and running the AhsayCBS from a
virtual machine directly.

Who should read this document?

This documentation is intended for IT professionals who need to work with AhsayCBS server at
the user level.
1.3 Requirements for Using the AhsayCBS User Web Console

In order to use the AhsayCBS user web console, you need the following:

© Internet connection
You need to have internet connection to access the AhsayCBS user web console.
© Web browsers

The AhsayCBS User Web Console runs with all major browsers. Please make sure that
you are using the latest version and enable pop-ups on your preferred web browsers.

: \\
/:\\\ )

Apple Safari Google Chrome Microsoft Microsoft Internet Mozilla
Edge Explorer Firefox

© AhsayCBS login account

You need an AhsayCBS login account to access the AhsayCBS server component.

NOTE
Please contact your Ahsay backup service provider to create an AhsayCBS login account for
you.




1.4 Logging on to AhsayCBS User Web Console

Starting with AhsayCBS v8.5.0.0, you will find a new feature introduced with this latest version
which is the Two-Factor Authentication. With this new feature, there are several scenarios that
will be encountered for first time login, if Two-Factor Authentication is enabled on the user
account. Login steps for the different scenarios will be discussed in this chapter.

© Login to AhsayCBS without 2FA

© Login to AhsayCBS with 2FA using Android or iOS mobile device

© Login to AhsayCBS with 2FA using Twilio

1.4.1 Login to AhsayCBS without 2FA
To login to AhsayCBS without two-factor authentication, please follow the steps below:
1. Login to the AhsayCBS User Web Console at
https://<IP_AhsayCBS Server>:443/

NOTE
Contact your backup service provider for the URL to connect to the web console if
necessary.

2. Enter the Login Name and Password of your AhsayOBM/AhsayACB account
then click LOGIN.

Login Name

MobileUsert

Password
Forgot Password

Remember my login name

2




3. After successful login, the following screen will appear with the available
options:

© Live Activities — for monitoring of backup and restore activities

-]

User — for backup and restore

o

Run Direct — for backup and restore

-]

Download — able to download the following products: AhsayOBM,
AhsayACB, Mobile, and AhsayOBR

-]

Language — for multiple selection of languages
© Logout — exit from the AhsayCBS Web Console

© Online Help — able to check brief descriptions and instructions of each
module

MobileUser1 ¥

Live Activities

VM

N

Run Direct




1.4.2 Login to AhsayCBS with 2FA using Android or iOS mobile device
There are two types of Authenticator that can be used for the 2FA:
e Ahsay Mobile Authenticator
> Supports two types of authentication:

i) Push Notification
i) TOTP

» Can be configured to support two 2FA modes:

i) Push Notification and TOTP (default mode)
or
i) TOTP only

e Third-party TOTP Authenticator
(e.g. Authy, Duo, Google)
To log in to AhsayCBS with two-factor authentication, here are the two scenarios:

© |nitial login to AhsayCBS with 2FA

© Subsequent login to AhsayCBS with 2FA

1.4.2.1 Initial login to AhsayCBS with 2FA

When logging in to AhsayCBS for the first time with two-factor authentication, please
follow the steps below:

1. Login to the AhsayCBS User Web Console at
https://<IP_AhsayCBS Server>:443/

NOTE

Contact your backup service provider for the URL to connect to the web console if
necessary.

2. Enter the Login Name and Password of your AhsayOBM/AhsayACB account
then click LOGIN.

Login Name

MobileUsert

Password
Forgot Password

Remember my login name

2




3. To set up your two-factor authentication, click I to proceed with setting up
the 2FA.

New Ahsay Mobile App, Free of Charge!

Keep Hackers Off

All hackers delete backup data after
compromising @ machine. Use Two-
Factor Authentication (2FA) to keep
hackers off your backup data and
turn ransomware harmless.

4. Download the Ahsay Mobile app from the App Store / Google Play Store.

Mobile App Download

Please use your mobile device to get the below Mobile App from Apple App Store /

Google Play Store.

Ahsay Mobile

Once ready, hit [Next] button to continue the setup.

# Download on the GETITON
[ ¢ App Store ® Google Play

Or, for branded CBS, download the mobile app by entering the URL provided
in your device’s browser or you can also scan the QR code by clicking the Or
click here to scan QR code link.

Mobile App Download

Please download the Mobile App "Ahsay Mobile" by typing the following URL in your mobile

devices browser:
hitps: /I b=/~ ppDownload do?token=S1dace

Or click here to scan QR code

Once ready, hit [Next] button to continue the setup.

Click k=4 to proceed.




5. Select your country code and enter your phone number. Click Send the SMS
Verification code to receive the passcode.

Two-Factor Authentication Setup

For first time activation of Two-Factor Authentication feature, mobile device needs to

pair with a verified phone number for account recovery.

Phone number

[Phiippines (+63) v | —
*This phone number will be used for account security and recovery only. Please be reminded that standard SMS charge will be
applied.

Send SMS Verification code

Click here to download Mobile App "Ahsay Mobile"

6. Enter the verification code sent to your mobile device then click kxd to
proceed.

Two-Factor Authentication Setup

For first time activation of Two-Factor Authentication feature, mobile device needs to
pair with a verified phone number for account recovery.

Phone number

|hilippines (+63) v |

*This phone number will be used for account security and recovery only. Please be reminded that standard SMS charge will be

applied.

Verification code

BSMS - |619786 (00:04:38)

Resend SMS Verification code

Click here to download Mobile App "Ahsay Mobile"

Example of the verification code sent to mobile device

9 Verification Code: BSMS-619786




7. Ahsay Mobile supports two types of authentication method:

» Push Notification
> TOTP

Ahsay Mobile can be configured to support two 2FA modes:

» Push Notification and TOTP (default mode)
or
» TOTP only

Push Notification and TOTP (default mode)

i To configure Push Notification and TOTP 2FA with Ahsay Mobile, simply
scan the displayed QR code using the Ahsay Mobile app.

Two-Factor Authentication Setup

Please scan the QR code to register your mobile device with your backup account for following feature:

Two-Factor Authentication

Using other TOTP Authenticator App (e.g. Authy, Duo, Google)?

In this example, the Ahsay Mobile app is installed on a mobile device
named “Androidv10”.

@ Ahsay Mobile




il After successful scan of the QR code, you have now registered Ahsay
Mobile for Push Notification and TOTP 2FA.

Two-Factor Authentication Setup

You have registered "Andraidv10" for the following feature:

e
P

Two-Factor Authentication

]

TOTP only
i.  To configure a TOTP only 2FA with Ahsay Mobile, click the “Using
other TOTP Authenticator App (e.g. Authy, Duo, Google)?” link.

Two-Factor Authentication Setup

Please scan the QR code to register your mobile device with your backup account for following feature:

Two-Factor Authentication

Using other TOTP Authenticator App (e.g. Authy, Duo, Google)?

ii.  After clicking the “Using other TOTP Authenticator App (e.g. Authy,
Duo, Google)?” link, the QR code for the TOTP Authenticator app will
be displayed.

Two-Factor Authentication Setup

Please scan the QR code or input Secret Key to register your mobile device with your backup account for following

feature:

Two-Factor Authentication

Secret Key: 6FHJ 3UUM 2X70 N25D

Enter a display name for user profile.

Enter the one-time password generated by Authenticator App.
(00:00:15)

Using Ahsay Mobile




iii. Scan the QR code using the Ahsay Mobile app.

@ Ahsay Mobile

iv. After successful scan of the QR code, a TOTP account corresponding to

the login name of the AhsayOBM, i.e. “MobileUserl” is created on Ahsay
Mobile.

Example of the one-time password generated by Ahsay Mobile.

@ Ahsay Mobile +

(L5}

—  MobileUser1

2 546202

|1

v. Enter a display name for user profile, then input the TOTP generated by

Ahsay Mobile. After entering the necessary details, cIickto finish the
registration process.
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Two-Factor Authentication Setup

Please scan the QR code or input Secret Key to register your mobile device with your backup account for following feature:

Two-Factor Authentication
- 7

Secret Key: 6FHJ 3UUM 2X70 N25D
Enter a display name for user profile
MobileUserl
Enter the one-time password generated by Authenticator App.

546202 (00:00:02)

Using Ahsay Mobile

vi. Once the registration is successful, the following screen will be displayed.
You have now registered Ahsay Mobile for TOTP only 2FA.

Two-Factor Authentication Setup

You have registered "MobileUser1" for the following feature:

B
a
z

£

Two-Factor Authentication

Alternatively, you may also use a third-party TOTP Authenticator App (e.g. Authy,
Duo, Google).

Either scan the QR code using the third-party authenticator app or enter the
Secret Key in the third-party authenticator app. After doing so, the one-time
password will be generated in the authenticator app. Enter a name and the one-

time password generated in the authenticator app and click .

Two-Factor Authentication Setup

Please scan the QR code or input Secret Key to register your mobile device with your backup account for following

feature:

Two-Factor Authentication

Secret Key: 6FHB EGSL BPLX QZBF
Enter a display name for user profile
MobileUser1
Enter the one-time password generated by Authenticator App.

Using Ahsay Mobile

i



Example of the one-time password generated in the third-party Authenticator App
Microsoft Authenticator.

o

Ahsay+Cloud+Backup+Suite
MobileUser1

One-time passwords enabled

You can use the one-time password codes
generated by this app to verify your sign-ins

One-time password code

® 953280

Once the registration is successful, the following screen will be displayed. You
have now registered a third-party authenticator app for 2FA.

Two-Factor Authentication Setup

You have registered "MaobileUser1" for the following feature:

Bd

&5 Two-Factor Authentication

NOTE

In case device pairing takes a while, session timeout message will be displayed. Just
click OK to resume with the device pairing.

Two-Factor Authentication Setup

Due to session timeout, Two-Factor Authentication feature failed to be configured.

‘You can go to User Profile to configure Twe-Factor Authentication feature again.

8. After successful login, the following screen will appear with the available
options:

© Live Activities — for monitoring of backup and restore activities
© User - for backup and restore
© Run Direct - for backup and restore

© Download - able to download the following products: AhsayOBM,
AhsayACB, Mobile, and AhsayOBR

© Language - for multiple selection of languages
© Logout — exit from the AhsayCBS Web Console

© Online Help — able to check brief descriptions and instructions of each
module



MobileUser1 &

Live Activities

VM

N

Run Direct

NOTE

Please refer to the Ahsay Mobile App User Guide for Android and iOS — Appendix
A: Troubleshooting Login if you are experiencing problems logging into AhsayCBS
User Web Console with Two-Factor Authentication using Ahsay Mobile app.



http://download.ahsay.com/support/document/v8/guide_ahsay_app_user_v8.pdf
http://download.ahsay.com/support/document/v8/guide_ahsay_app_user_v8.pdf

1.4.2.2 Subsequent login to AhsayCBS with 2FA

For subsequent logins to AhsayCBS with two-factor authentication, please follow the
steps below:

1. Login to the AhsayCBS User Web Console at
https://<IP_AhsayCBS Server>:443/

NOTE

Contact your backup service provider for the URL to connect to the web console if
necessary.

2. Enter the Login Name and Password of your AhsayOBM/AhsayACB account
then click LOGIN.

Login Name

MobileUsert

Password
Forgot Password

Remember my login name

2

3. Select the authentication method to continue with the login.

There are two authentication method to choose from it is possible to use both
methods on the same AhsayOBM/AhsayACB user account:

© Ahsay Mobile app

»  Supports two types of authentication:
i) Push Notification
i) TOTP
»  Can be configured to support two 2FA modes:

i) Push Notification and TOTP (default mode)
or
i) TOTP only

© Third-party TOTP Authenticator App

(e.g. Authy, Duo, Google)

If Ahsay Mobile app will be used as authenticator, there are two 2FA modes
that can be selected.

e Push Notification and TOTP (default mode)
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Example of the 2FA alert screen on AhsayCBS after login with
correct username and password.

Two-Factor Authentication

Please approve the notification request in Authenticator App on "Androidv10”.

%,¢  Waiting for response (00:04:56)
Authenticate with one-time password

Unable to login

Push natification is the default 2FA mode. Accept the login request
on Ahsay Mobile to complete the login.

Example of the login request sent to the Ahsay Mobile app.

Authorization Request

Proceed authorization request for

MobileUser1

REJECT  ACCEPT

However, if push notification is not working or you prefer to use one-
time password, click the “Authenticate with one-time password”
link, then input the one-time password generated from Ahsay Mobile
to complete the login.

Two-Factor Authentication

Please input the one-time password generated in Authenticator App from "Androidv10".
(00:00:13)

Unable to login

s



e TOTP only

Example of the 2FA alert screen on AhsayCBS after login with
correct username and password.

Input the one-time password generated by Ahsay Mobile to complete
the login.

Two-Factor Authentication

Please input the one-time password generated in Authenticator App from "Androidv10".
(00:00:13)

Unable to login

Example of the one-time password generated by Ahsay Mobile

Ahsay Mobile -+

~— MobileUser1

&) say Cloud Backup Suite
=) 195925 29s

(olc) =
-3 & & =

Home Backuy 2FA

If a third-party TOTP Authenticator App will be used instead, follow the steps
below to log in.

Enter the one-time password that is generated by the authenticator
app and click Next.

Two-Factor Authentication

Please input the one-time password generated in Authenticator App from "MabileUser1".

Unable to login




Example of the one-time password generated in the third-party
Authenticator App Microsoft Authenticator.

i

Ahsay+Cloud+Backup+Suite
MobileUser1

One-time passwords enabled

° You can use the one-time password codes
generated by this app to verify your sign-ins

One-time password code

® 674375

In the following example, both Ahsay Mobile and a third party TOTP
Authenticator App has been setup for 2FA. Select your preferred 2FA method
from the options available to complete the login.

Two-Factor Authentication

Please select one Two-Factor Authentication method to continue.

Approve request in Authenticator App from "Redmi”

ﬂ Input one-time password generated in Authenticator App from "Mobile User1”

Unable to login/Do not have any Authenticator App(s)

4. After successful login, the following screen will appear with the available
options:

© Live Activities — for monitoring of backup and restore activities

User — for backup and restore

Run Direct - for backup and restore

Download - able to download the following products: AhsayOBM,
AhsayACB, Mobile, and AhsayOBR

Language — for multiple selection of languages
© Logout — exit from the AhsayCBS Web Console

© Online Help — able to check brief descriptions and instructions of each
module



MobileUser1

Live Activities

VM

‘N

Run Direct

NOTE
Please refer to the Ahsay Mobile App User Guide for Android and iOS — Appendix
A: Troubleshooting Login if you are experiencing problems logging into AhsayCBS
User Web Console with Two-Factor Authentication using Ahsay Mobile app.



http://download.ahsay.com/support/document/v8/guide_ahsay_app_user_v8.pdf
http://download.ahsay.com/support/document/v8/guide_ahsay_app_user_v8.pdf

1.4.3 Login to AhsayCBS with 2FA using Twilio

For AhsayOBM/AhsayACB user accounts using Twilio, please follow the steps below:

1. Login to the AhsayCBS User Web Console at
https://<IP_AhsayCBS Server>:443/

NOTE

Contact your backup service provider for the URL to connect to the web console if
necessary.

2. Enter the Login Name and Password of your AhsayOBM/AhsayACB account
then click LOGIN.

Login Name

MobileUsert

Password
Forgot Password

Remember my login name

2

3. Select your phone number.

Two-Factor Authentication

Please select phone number to receive passcode via SMS message to continue login.

L§) Philippines (+63) - *===" 8106

4. Enter the passcode and click to login.

Sent from your Twilio trial account
- AULB-238934 is the verification

code for user "MobileUser1" login
e Your backup service provider




Two-Factor Authentication

SMS message with a passcode was already sent to the phone number +63-=**, 3106 Please enter the passcode to continue login

AULB -|238934 (00:04:37)

Resend passcode

5. After successful login, the following screen will appear with the available
options:

© Live Activities — for monitoring of backup and restore activities

-]

User - for backup and restore

©

Run Direct — for backup and restore

-]

Download — able to download the following products: AhsayOBM,
AhsayACB, Mobile, and AhsayOBR

-]

Language — for multiple selection of languages
© Logout — exit from the AhsayCBS Web Console

© Online Help — able to check brief descriptions and instructions of each
module

MobileUser1 M

[t

Live Activities

VM

N

Run Direct

www.ahsay.com 20




1.5 Resetting Your Password

If you have forgotten your password, you can perform the following steps to reset your

passwo

rd.

1. On the AhsayCBS Logon page, click Forgot Password.

3.

www.ahsay.com

Login Name

Password

Forgot Password

. Remember my login name

The following screen appears. Enter either your Login Name or your Email to reset the
password. Click Send Request. Ensure that you have included your e-mail address on
the Manage Contact Information upon the creation of user profile. For further details,
this will be discussed on Ch. 2.3 User Profile, Page 23, Contact Tab.

Forgot Password

Login Mame

OR

Send Request

You will receive an email containing a link. Click on the link to reset your
password.

mareg -~

Forgot password for obm.test.brenda

¥ from GOOFTY BACKUP ADMIN to OBM Test Brenda <brenda laoi@ahsay. com=lDaemon has confirmed that  08/18/2015 09:39 Ak
this message was sent by gmall com

AR
G AhsayCBS

Dear obm.test.brendsa,
Please click the following link to reset your new password:

http: 10.23.6.69:80/cha/obs/acce user/profile/ResetPassword.do?
uid=14715317265265&token=7EREAFR 47 AACDS 472 65F3904B5A0CEDEFZS717DSEDISF40C49 1 SSEAOGTFIFGACE

Sincerely
Ahsay Support Tesm
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The Reset Password screen appears. Enter the new Password and then Re-type

Password. Click I_I
Reset Password

Reset your passwoard

to save the modification.

Reset Password

Fassword

Re-type passwaord

You will get the following screen confirming that your password has been
changed.

Reset Password

Reset your password

Reset Password

Your password has heen changed.

- -~
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1.6 Downloading Software

You can choose what client software you wish to download as follows:

1. On the AhsayCBS Logon page, click the downward arrow on the top right-hand corner.
English
2. The software download page appears. You can choose which product and which

platform to download.

There are four (4) available tabs, AhsayOBM, AhsayACB, Mobile, and Restore.

Choose operating system.

Download (Online)
[ | ® \Windows

:

[« [ | [« [ | [«
:

load (Offline)

Download (Online)

load (Offline)

& Download (rpm) (Online) [ & Download (sh) (Online)
& Linux

% Download (sh) (Offiine)

Download (Online)

“ FreeBSD

Download (Cffline)

ke

Download (Online)

i

Py, .
SDIBFIESDIEHS

ke

Download (Cffline)

& Download (deb) (Online) [ & Download (sh) (Online)
Ubuntu

% Download (sh) (Offiine)

e Synology & Download (Online)

Please copy and paste the following URL information into the "URL" text field during
installation
https:10.90.10.12:443%0wnerid=0

QNAP & Download (Online)

www.ahsay.com 23




Client Backup

Brief Description

Agents
AhsayOBM

@ AhsayOBM

AhsayOBM is a versatile backup application that backup
databases, applications, and virtual machines to local and
offsite destinations.

AhsayACB AhsayACB is an advanced yet easy-to-use desktop and
laptop backup software for backing up files, Cloud files,
LURCIZN®:Y | \yindows System backup, IBM Lotus Notes and Office 365 to
local and offsite destinations.
Ahsay Mobile Ahsay Mobile is an easy to use mobile backup application

that backup photos and videos to local destination on the
AhsayOBM and AhsayACB machine. It can be downloaded
from the App Store and Google Play Store.

@ Ansay Mobile

Client Restore
Agent

Restore

6 ro-sroon

Brief Description

AhsayOBR supports the restore of multiple backup sets; file,
databases, and virtual machines, such as VMware, Hyper-V,
Microsoft Exchange Database Availability Group (DAG),
Microsoft Exchange Database, Microsoft Exchange Mailbox,
Microsoft SQL Server, Oracle Database, Lotus
Domino/Notes, MySQL, MariaDB, Windows System,
Windows System State, ShadowProtect, Synology NAS
Devices, Office365, Cloud File with our dedicated restore
modules.

www.ahsay.com

AhsayCBS also supports two (2) installation modes, online and offline installation
(except for Linux (rpm), Ubuntu (deb), Synology NAS and QNAP which supports online
installation only). User can download and run either one of the installers.
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Below is the table of comparison between online installation and offline installation.

Internet

Online Installation

» It cannot be started without an
internet connection.

» Clients need to have an internet
connection each time an
installation is run.

» If the client internet connection is
interrupted or is not stable the
installation may be unsuccessful.

» Online installer size is 6KB to
3.5MB depending on operating
system as it contains only the
initial installation package files.

Offline Installation

» Once the offline
installer is downloaded,
the client does not
require an internet
connection each time
an installation is run.

» The offline installer size
is 80MB to 140MB
depending on operating
system as it contains all
the necessary binary
and component files

Backup Server

The online installer requires the

An offline installation can

Availability backup server to be online in order be performed
to run and complete the installation. independently of the
backup server availability.
Installation » Takes more time as it needs to Takes less time as all the
Time download the binary and necessary binary and
component files (80MB to component files are already
140MB depending on operating available in the offline
system) each time the installer.
installation is run.
» A slow internet connection on
the client machine will also result
in longer installation time.
Version Online installation ensures the latest | May need to update the
Control version of the product is installed. product version after

installation if an older offline
installer is used.

Administrative
Support

Need more time on the support for
the installation as network factor
might lead to unsuccessful
installation.

Need less time as
independent of network
factor influence.

Deployments

» Suitable for single or small
amount of device installations.

» Suitable for client sites with fast
and stable internet connection.

» Suitable for multiple or
mass device
installations.

> Suitable for client sites
with metered internet
connections.

www.ahsay.com

Download the executable and install the product in the usual way.

25




1.7 Changing the Language

You can change the language of AhsayCBS anytime, whether before or after you have logon to
the system.

NOTE

If the language you want is not available, please contact your backup service provider for assistance.

The available languages are:

© Arabic © Basque © Catalan

© Chinese (Simplified) © Chinese (Traditional) © Czech

© Danish © Dutch © English (default)

© Finnish © French © German

© Greek Modern © Hebrew © Hungarian

© Indonesian © ltalian © Japanese

© Korean © Lithuanian © Norwegian

© Polish © Portuguese (Brazilian) © Portuguese (Portugal)
O Russian © Slovenian © Spanish

© Swedish © Thai ©  Turkish

O Vietnamese

1. On the AhsayCBS Logon page, click the downward arrow on the upper right-hand side.
2.

English

English
Catala
Dansk Deutsch
EAAMVLKD Espafiol
Euskera Suomalainen
Francais

sa Indonesia
Italiano H
] Lietuvos
Nederlands MNorsk

Palski és (Brazilian)

Portugués (Portugal)

Slovenski

e

26
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1.8 Invoking Online Help

You can invoke the online help if you have problems logging in to the AhsayCBS server.

1. On the AhsayCBS Logon page, click the question mark at the bottom right corner.

Login Mame

Password

Forgot Password

Remember my login name

2l

2. The online help for the topic “Logon” appears.

It contains detailed description of each field on the logon screen and gives a brief
description of each field.

Logon

To comply with the new General Data Protection Regulation (GDPR) requirements, there will display a banner stating the organizations
cookie policy when processing to login AhsayCBS server and web console. From AhsayCBS version 7.15.6.0 onwards, administrator can
configure a notification banner to be displayed on the AhsayCBS web console (displayed at the legin interface), and the HTML cedes can
be used for content of the banner,

Key:
Field Description
Login Name System user login name.
Password System user login password.
Forgot Password In case the password is forgot. Click on this link and enter your login name or registered

email. The password will be sent to your email address.

Remember my login  If this entry is checked, the login name will be appeared in the "Login Name" field.
name Uncheck this box to remove the saved login name in the browser.

3. You can print the online help by clicking at the bottom right corner. To exit, click X.



2.Managing Your AhsayCBS User Account
2.1 Loginto AhsayCBS

Login to the AhsayCBS user web console according to the instruction provided in section
Logging on to AhsayCBS User Web Console.

2.2 Managing AhsayCBS Backup User

To manage your AhsayCBS backup user account, simply click the User icon from your

AhsayCBS environment.

A

You can perform the following operations on your own user account:

www.ahsay.com

Manage your user profile settings, e.g. New Password, Language, Timezone, Contact
Information.

Customize event log settings, which is supported on AhsayOBM/ AhsayACB clients
installed on Windows platform only.

View backup or restore reports for different time periods.

View usage statistics by selecting destination, backup set, and period.

View details of policies and settings on users, backup sets, GUIs, default values,
preempted values, preempted backup sets, and mobile. The settings and the availability
of this feature is dependent on your backup service provider.

Register mobile device for two-factor authentication.

View mobile device registered for mobile backup.
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2.3 User Profile

User Profile tab contains your user backup account settings information, subscribed modules
backup quota, subscription type, contact information, user group information, two-factor
authentication settings and registered mobile device for mobile backup.

Among all the above information, you can modify user backup account settings information,
contact information and registered mobile device for two-factor authentication. However, for
the subscribed modules backup quota, subscription type, and user group information, as the
setting was done when the user account was created, the settings cannot be modified by the
user. While the registered mobile device for mobile backup and its backup destination can only
be viewed here.

There are six (6) tabs under User Profile, each of which is described below:

2.3.1 General Tab

The following shows the General tab under the User Profile settings page.

RN ek Clon Sings | Contact J Usor Group J Autvanicaion J Mobie Bockup |
Backup Set General information of this user.

Settings

Report Basic

Statistics ID

Effective Palicy 1607015428255

Login Name
Owner:

Alias

Home Directory

Subscription Type

Trial User
= Paid User

Suspend At

(dd-mm-yyyy)

Status

= Enable
Suspended
Locked

Upload Encryption Key

| Upload encryption key after running backup for recovery

Language

English -

Timezone

CMT+0800 (GST) v

Notes
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There are several groups of settings under the General tab, and they are described below.

Section

Basic

Description

There are three (3) elements in the Basic section, which are the following:

© ID of the backup user, this is system generated and cannot be
changed.

© Login Name of the backup user, defined by the service provider
which cannot be changed.

© Alias is another name for the backup user which can be
modified.

Home Directory

This is the path where your backup data is stored on AhsayCBS backup
destination.

This was set when your account was created and cannot be modified by
the user.

Subscription Type

There are two (2) subscription types: Trial User and Paid User. Trial
users are subject to automatic removal after the trial period. Paid users do
not have such restrictions.

This was set when your account was created and cannot be modified by
the user. If you need to change it, please contact your backup service
provider.

Suspend At

This shows the date when a trial user account is scheduled to be
suspended.

This was set when your account was created and cannot be modified by
the user. If you need to update it, please contact your backup service
provider.

Status

There are three (3) user account statuses: Enable, Suspended, and
Locked. The Locked status refers to account lockout rules. For example,
when the user has three (3) consecutive unsuccessful login attempts, the
user account will be locked.

This was set when your account was created and cannot be modified by
the user. If you need to change it, please contact your backup service
provider.

Upload Encryption

To enable or disable this feature please contact your backup service

Key provider for support. The encryption key file will be uploaded to the backup
server when a backup run.
If you forget the encryption key, please contact your backup service
provider for support.

Language Select your preferred language for all email reports.

Timezone Select the time zone of the backup user.

Notes A field for the AhsayCBS user to add notes.

NOTE

The Mobile Backup tab will only be visible if Mobile Add-on Module is enabled.




2.3.2 Backup Client Settings Tab

This shows the Backup Client Settings tab under the User Profile settings page.

User Profile m Backup Client Settings. Mobile Backup

Backup Set Settings of the client backup agent for this user.
Settings

Report Backup Client

Statistics ® AhzayOBM User AhsayACB User

Effective Policy
Add-on Modules

Microsoft Exchange Server Microsoft SQL Server

MySQL Database Server COracle Database Server
Lotus Doming Lotus Notes
‘Windows System Backup Windows System State Backup
ViMware Hyper-\/
Microsoft Exchange Mailbox ShadowProtect System Backup
MAS - QMARP MAS - Synology

Mobile (max. 10) Continuous Data Protection

N
E
=
a

Volume Shadow Copy In-File Delta

DoREEOE F O

LR K KK R KRR K

E CpenDirect / Granular Restore Office 365 Backup

KRR KR KRR S

MariaDBE Database Server

Quota

Unlimited storage space for the destination not shown in the following table

Destination Quota

(% ~hsayCBS
(If preempted mode is enabled in policy settings, the quota settings are disabled)

Client host limit

Maximum number of host [Used: 1]
Run Direct
Maximum number of VM [Used: 0]

www.ahsay.com




There are several groups of settings under the Backup Client Settings tab, and they are

described below.

‘ Section

Backup Client

Description

There are two (2) types of backup user accounts: AhsayOBM and
AhsayACB.

This was set when your account was created and cannot be modified
by the user. If you need to change it, please contact your backup
service provider.

Add-on Modules

The backup client comes with add-on modules.

These add-on modules were set when the user account was created
and cannot be modified by the user. If you need to change the add-on
modules, please contact your backup service provider.

Quota

List all the predefined and standard destinations associated with the
user account and the backup quota of predefined destination for the
user account can be set.

The quota of standard destination was set when your account was
created and cannot be modified by the user. If you need to change it,
please contact your backup service provider.

Client Host Limit

This is for your backup service provider to set the maximum number of
host machine for your backup user account.

This field cannot be changed by the user. If you need to update this
field, please contact your backup service provider.

Run Direct

This allows the user to select the maximum number of VMs to be
restored by running them directly from the backup files on the
AhsayCBS.

This field cannot be changed by the user. If you need to update this
field, please contact your backup service provider.

-
www.ahsay.com 2




Add-on Modules

The following table shows all the add-on modules available under the Backup Client Settings tab.
The backup of these add-on modules is supported by the AhsayOBM client. For some of the add-
on modules, their backup are also supported by the AhsayACB client.

NOTE

© The File and Cloud File Backup types are available by default for both AhsayACB and AhsayOBM. As
a result, they do not need to be added and are not included in the Add-on Modules section of the
Backup Client Settings tab.

© There is no limit to number of Cloud file backup sets per AnsayOBM and AhsayACB account.

The following table shows the name of the add-on modules, what it is used for, whether it is
available in AhsayOBM client or AhsayACB client, and reference materials you can refer to for
more information.

Add-on Module Reference AhsayOBM AhsayACB

Microsoft Exchange | Backup and restore of Microsoft Exchange Server.

Server Refer to the following link for how to use Microsoft

Exchange Database Server with AhsayOBM
client:

Ahsay Online Backup Manager v8 Microsoft
Exchange Database Backup and Restore Guide

Microsoft SQL Backup and restore of Microsoft SQL Server.

Server Refer to the following link for how to use Microsoft

SQL Server with AhsayOBM client: v X

Ahsay Online Backup Manager v8 Microsoft SOL
Server Backup and Restore Guide

MySQL Database Backup and restore of MySQL Database Server.

Server Refer to the following link for how to use MySQL

Database for the Windows platform with
AhsayOBM client:

Ahsay Online Backup Manager v8 MySQL
Database Backup and Restore for Windows v X

Refer to the following link for how to use MySQL
Database for the Linux platform with AhsayOBM
client:

Ahsay Online Backup Manager v8 MySOQL
Database Backup and Restore for Linux (CLI)

Oracle Database Backup and restore of Oracle Database Server.

Server Refer to the following link for how to use Oracle

Database for the Windows platform with
AhsayOBM client:

Ahsay Online Backup Manager v8 Oracle v X
Database Backup and Restore for Windows

Refer to the following link for how to use Oracle
Database for the Linux platform with AhsayOBM
client:

Ahsay Online Backup Manager v8 Oracle



https://download.ahsay.com/support/document/v8/guide_obm_user_exchange_database_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_exchange_database_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_mssql_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_mssql_v8.pdf
https://www.ahsay.com/download/download_document_v8_obm-user-guide-mysql-win.jsp
https://www.ahsay.com/download/download_document_v8_obm-user-guide-mysql-win.jsp
https://www.ahsay.com/download/download_document_v8_obm-user-guide-mysql.jsp
https://www.ahsay.com/download/download_document_v8_obm-user-guide-mysql.jsp
https://download.ahsay.com/support/document/v8/guide_obm_user_oracle_win_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_oracle_win_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_oracle_nix_cli_v8.pdf

Database Backup and Restore for Linux (CLI)

Ahsay Online Backup Manager v8 Oracle
Database Backup and Restore for Linux (GUI)

Lotus Domino

Backup and restore of Lotus Domino.

Lotus Notes

Backup and restore of Lotus Notes.

Windows System
Backup

Backup and restore of Windows System Backup.

Refer to the following link for how to use Windows
System Backup with AhsayOBM and AhsayACB
clients:

Ahsay Online Backup Manager v8 Microsoft
System Backup and Restore Guide

Windows System
State Backup

Backup and restore of Windows System State
Backup.

Refer to the following link for how to use Windows
System State Backup with AhsayOBM client:

Ahsay Online Backup Manager v8 Microsoft
System State Backup and Restore Guide

VMware

Backup and restore of VMware guest virtual
machines.

Refer to the following link for how to use VMware
VCenter/ESXi with AhsayOBM client:

Ahsay Online Backup Manager v8 VMware
vCenter/ESXi Backup and Restore Guide

Hyper-V

Backup and restore of Hyper-V guest virtual
machines.

Refer to the following link for how to use Microsoft
Hyper-V with AhsayOBM client:

Ahsay Online Backup Manager v8 Microsoft
Hyper-V Backup and Restore Guide

Microsoft Exchange
Mailbox

Backup and restore of Microsoft Exchange
Mailbox.

Refer to the following link for how to use Microsoft
Exchange 2007/2010/2013 (MAPI) Mailbox with
AhsayOBM client:

Ahsay Online Backup Manager v8 Microsoft
Exchange 2007/2010/2013 (MAPI) Mail-Level
Backup & Restore Guide

Refer to the following link for how to use Microsoft
Exchange 2013/2016/2019 (EWS) Mailbox with
AhsayOBM client:

Ahsay Online Backup Manager v8 Microsoft
Exchange 2013/2016/2019 (EWS) Mail Level
Backup & Restore Guide

Shadow Protect
System Backup

Backup and restore of Shadow Protect System
image (requires Shadow Protect).

www.ahsay.com
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https://download.ahsay.com/support/document/v8/guide_obm_user_oracle_nix_cli_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_oracle_nix_gui_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_oracle_nix_gui_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_ms_system_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_ms_system_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_ms_systemstate_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_ms_systemstate_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_vmware_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_vmware_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_hyperv_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_hyperv_v8.pdf
https://www.ahsay.com/download/download_document_v8_obm-user-guide-exchange-mail.jsp
https://www.ahsay.com/download/download_document_v8_obm-user-guide-exchange-mail.jsp
https://www.ahsay.com/download/download_document_v8_obm-user-guide-exchange-mail.jsp
https://www.ahsay.com/download/download_document_v8_obm-user-guide-exchange-mail.jsp
https://www.ahsay.com/download/download_document_v8_obm-user-guide-exchange-2016.jsp
https://www.ahsay.com/download/download_document_v8_obm-user-guide-exchange-2016.jsp
https://www.ahsay.com/download/download_document_v8_obm-user-guide-exchange-2016.jsp

Refer to the following link for how to use the
ShadowProtect System Backup with AhsayOBM
client:

Ahsay Online Backup Manager v7 StorageCraft
ShadowProtect System Backup & Restore Guide

NAS - QNAP

Backup and restore of file on QNAP NAS devices.

Refer to the following link for how to use the
QNAP NAS with AhsayOBM client:

Ahsay Online Backup Manager v8 Quick Start

Guide for ONAP NAS X
Refer to the following link for a list of QNAP
hardware compatible with AhsayOBM:
FAQ: Ahsay Hardware Compatibility List (HRL) for
AhsayOBM on QONAP NAS (8018)
NAS - Synology Backup and restore of file on Synology NAS
devices.
Refer to the following link for how to use the
Synology NAS with AhsayOBM client:
Ahsay Online Backup Manager v8 Quick Start X
Guide for Synology NAS
Refer to the following link for a list of Synology
hardware compatible with AhsayOBM:
FAQ: Ahsay Hardware Compatibility List (HRL) for
AhsayOBM on Synology NAS (8017)
Mobile Backup and restore of Mobile data (iOS and
Android).
Refer to the following links for instructions on v
using the Ahsay Mobile for Android and iOS
platforms.
Ahsay Mobile User Guide for Android and iOS
Continuous Data A backup will be made whenever there is a
Protection change (between 1 min to 12-hour intervals) for v
Windows platform.
Volume Shadow Volume Shadow Copy to support open file v
Copy backups on Windows platform.
In-File Delta When enabled only the changes since the last
S v
backup job is backed up.
OpenDirect / For OpenDirect and Granular Restore.
Granular Restore Refer to the following link for instructions on using
OpenDirect / Granular Restore.
AhsayACB v8 Quick Start Guide for Windows X
Ahsay Online Backup Manager v8 Quick Start
Guide for Windows
Ahsay Online Backup Manager v8 Microsoft
Hyper-V Backup and Restore Guide



https://download.ahsay.com/support/document/v7/guide_obm_user_shadowprotect.pdf
https://download.ahsay.com/support/document/v7/guide_obm_user_shadowprotect.pdf
https://download.ahsay.com/support/document/v8/guide_obm_quickstart_qnap_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_quickstart_qnap_v8.pdf
https://wiki.ahsay.com/doku.php?id=public:8018_faq:ahsay_hardware_compatibility_list_qnap_nas
https://wiki.ahsay.com/doku.php?id=public:8018_faq:ahsay_hardware_compatibility_list_qnap_nas
https://www.ahsay.com/download/download_document_v8_obm-quickstart-synology.jsp
https://www.ahsay.com/download/download_document_v8_obm-quickstart-synology.jsp
https://wiki.ahsay.com/doku.php?id=public:8017_faq:ahsay_hardware_compatibility_list_synology_nas
https://wiki.ahsay.com/doku.php?id=public:8017_faq:ahsay_hardware_compatibility_list_synology_nas
https://www.ahsay.com/download/download_document_v8_mobile-user-guide.jsp
https://www.ahsay.com/download/download_document_v8_acb-quickstart-windows.jsp
https://www.ahsay.com/download/download_document_v8_obm-quickstart-windows.jsp
https://www.ahsay.com/download/download_document_v8_obm-quickstart-windows.jsp
https://download.ahsay.com/support/document/v8/guide_obm_user_hyperv_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_hyperv_v8.pdf

Ahsay Online Backup Manager v8 VMware
vCenter/ESXi Backup and Restore Guide

Office 365 Backup

Backup and restore of mailboxes and files of
Office 365 including the One Drive, Personal Site,
Public Folders, and Site Collections.

Refer to the following link for instructions on using
Office 365.

Ahsay Online Backup Manager v8 User Guide for
Office365 Backup & Restore for Windows

Ahsay Online Backup Manager User Guide for
Office365 Backup & Restore for Mac

AhsayACB v8 User Guide for Office 365 for
Windows

AhsayACB v8 User Guide for Office 365 for Mac

AhsayCBS v8 User Guide - Office365 Run on
Server (Agentless) Backup and Restore Guide

MariaDB Database
Server

Backup and restore of MariaDB Database Server.

Refer to the following link for how to use MariaDB
Database for the Windows platform with
AhsayOBM client:

Ahsay Online Backup Manager v8 MariaDB
Database Backup and Restore for Windows

Refer to the following link for how to use MariaDB
Database for the Linux platform with AhsayOBM
client:

Ahsay Online Backup Manager v8 MariaDB
Database Backup and Restore for Linux (CLI)
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https://download.ahsay.com/support/document/v8/guide_obm_user_vmware_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_vmware_v8.pdf
https://www.ahsay.com/download/download_document_v8_obm-user-guide-365-win.jsp
https://www.ahsay.com/download/download_document_v8_obm-user-guide-365-win.jsp
https://www.ahsay.com/download/download_document_v8_obm-user-guide-365-mac.jsp
https://www.ahsay.com/download/download_document_v8_obm-user-guide-365-mac.jsp
https://www.ahsay.com/download/download_document_v8_acb-user-guide-365-win.jsp
https://www.ahsay.com/download/download_document_v8_acb-user-guide-365-win.jsp
https://www.ahsay.com/download/download_document_v8_acb-user-guide-365-mac.jsp
https://www.ahsay.com/download/download_document_v8_office-365-run-on-server.jsp
https://www.ahsay.com/download/download_document_v8_office-365-run-on-server.jsp
https://download.ahsay.com/support/document/v8/guide_obm_user_mariadb_win_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_mariadb_win_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_mariadb_nix_cli_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_mariadb_nix_cli_v8.pdf

2.3.3 Contact Tab

You can add your contact information here to receive backup or restore reports. You can also
delete your contact information here. The following shows the Contact tab under the User Profile
settings page.

Backup Set Contact information for this user.
Settings

Report Manage Contact Information
Statistics

Effective Policy

+ i

Name

WindowsTest_1

Email

usemame@email.com

Encrypt Email
Mo

© To add your contact information, click + in the middle of the screen. Enter your Name,

Email, Address, Company, Website, Phonel, Phone2, then click at the bottom right
corner of the screen. A new contact is added.

Mame

User Mame
Email
username@email.com

Encrypt Email

Address

1/F, Business Plazza, Central, HK

Company

Company MName

Wehsite

Fhone 1

Phone 2

www.ahsay.com



© To delete a contact information, check the box next to the contact information you want to
delete, then click . in the middle of the screen. Click OK to delete the contact when

L
prompted. The selected contact is deleted. Click to save your changes.

Are you sure that you want to delete selected rows 7

oK ] [ Cancel ]




2.3.4 User Group Tab

The following shows the User Group tab under the User Profile settings page. It shows the user
group your user account belongs to. This is set when your account was created and cannot be

modified.
Backup Set Below is the list of user group this user was assigned to.
Settings
Report Manage User Group
Statistics
Name Owner
Effective Policy Al Users -

NOTE

Please remember to click after modification to save the changes. Otherwise the modification will be
lost after quitting the setting page.
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2.3.5 Authentication Tab

The Authentication tab allows the User to add additional layer of security to their backup user
accounts. This tab allows resetting of password and enables the Two-Factor Authentication (2FA).
Please contact your service provider for more details on this feature.

This view applies when two-factor authentication is enabled for the user account.

User Profile | General || Backup Client Settings Authentication ULz o0
Backup Set
Password
Settings
Report Password
Hashed
Statistics

Reset Password
Effective Palicy

Two-Factor Authentication -
Registerad Mobile Device(s)
Device Name Verified Last Verified Time
Galaxy AT0 A 127042020 01:36:03 CST
WindowsTest_1 A 120032020 17:45:48 C3T

Last Successful Login

Time: 12/04/2020 22:32:58 CST
IF address: N
Browser [ App: Windows [ Chrome
Mobile Device: Galaxy AT0

If two-factor authentication is not enabled, this will be displayed instead.

User Profile | General || Backup Client Settings | User Group IVULEHUSLTIIN Mobile Backup

Backup Set

Password
Settings

Password
Report

Hashed

Statistics

Reset Password
Effective Policy

Last Successful Login

Time: 12/04/2020 18:09:06 CST

1P address: N
Browser { App: AhsayOBEM
Maobile Device: --

There are several groups of settings under the Authentication tab, and they are described below:

Section Description

Password There are two (2) elements in the Password section, which are the
following:

© Password in hashed format defined by the service provider
which cannot be changed.

© Reset Password allows the backup user to change the

password.
Two-Factor Allows the user to add mobile device(s) that will be used for two-factor
Authentication authentication. It displays the device name, whether it has been verified

or not and the last verified time and date.
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This will only be visible if two-factor authentication is enabled for the
user account.

Please contact your backup service provider for details.

Last Successful There are four (4) elements in the Last Successful Login section, which
Login are the following:

© Time, this is the date and time the backup user last logged in,
this changes every time the user logs in.

© IP address used to log in, which cannot be changed.

© Browser/App used to login. If browser, the operating
system, and browser used will be displayed. If app, either
AhsayOBM or AhsayACB will be displayed.

© Mobile Device, the name of the mobile device used to log in.

© To reset the password, click Reset Fassword | Enter the new password twice and click k= to
save.

Password

Mew Password

Confirm Password

© To add a mobile device for two-factor authentication, follow the instructions below:

1. Enable Two-Factor Authentication by sliding the switch to the right.

Two-Factor Authentication I

2. Click the + button.

Two-Factor Authentication I

Registered Mobile Device(s)
+ i

Device Name Verified Last Verified Time

3. Download mobile app by entering the URL provided in your device’s browser or you can

also scan the QR code by clicking Or click here to scan QR code i Click to



proceed.

Mobile App Download

Please download the Mobile App "Ahsay Mobile” by typing the following URL in your mobile devices browser:
https: /N b</AppDownload do?token=a114bf7cof

Or click here to scan QR code

Once ready, hit [Next] button to continue the setup

4. Select the country code and enter your phone number. Click
Send SMS Verification code

Two-Factor Authentication Feature Setup Wizard

For first time activation of Two-Factor Authentication feature, mobile device needs to pair with a

verified phone number for account recovery.

Phone number

[Prilippines (+63) v | —

*“This phone number will be used for account security and recovery only. Please be reminded that standard SMS charge will be applied.

‘Send SMS Verification code

Click here to download Mobile App "Ahsay Mobile"

5. Enter the verification code and click .
e Verification Code: QXCH134425

Verification code
QXCH - | 134425 (00-04-39)

Resend SMS Verification code

6. Pair the device with the user account. There are two ways to do this:
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By using Ahsay Mobile, scan the QR code.

Two-Factor Authentication Feature Setup Wizard

Please scan the QR code to register your mobile device with your backup account for following feature:

fé;’g Two-Factor Authentication

Using other TOTP Authenticator App (e.g. Authy, Duo, Google)?

Tap OK in the message that you will receive in Ahsay Mobile.

QR Code detected!

Register Galaxy A70 with
WindowsTest 17

CANCEL DK

-OR-

By using a third-party TOTP Authenticator App, click
Using other TOTP Authenticator App (e.g. Authy, Duo, Google)? ..,

Either scan the QR code using the third-party authenticator app or enter the Secret Key
in the third-party authenticator app. After doing so, the one-time password will be
generated in the authenticator app. Enter a name and the one-time password code

T 3



generated in the third-party authenticator app here and click .

Two-Factor Authentication Feature Setup Wizard

Please scan the QR code or input Secret Key to register your mobile device with your backup account for following feature:

Two-Factor Authentication

Secret Key: TTAS JW5J OQB3 RAVM

Enter a display name for user profile.

system
Enter the one-time password generated by Authenticator App.
1036858 (00:00:15)

Using Ahsay Mobile?

This is a sample of the one-time password code generated using Microsoft
Authenticator.

R System
pystem

One-time passwords enabled

"E You can use the one-tlime password codes
generated by this app to verify your sign-ins

One-time password code

© 103 658

7. CIick to finish.

This is a sample of the message displayed when using Ahsay Mobile.

Two-Factor Authentication Feature Setup Wizard

You have registered "Galaxy A70" for the following feature:

& Two-Factor Authentication

1i3a]

This is a sample of the message displayed when using a third-party TOTP Authenticator
App.
Two-Factor Authentication Feature Setup Wizard

You have registered "WindowsTest_1" for the following feature:

& Two-Factor Authentication

1i5a]




2.3.6 Mobile Backup Tab

The Mobile Backup tab allows the User to view the mobile device(s) that has been registered for
mobile backup and the corresponding backup destination. To add a mobile device use AhsayOBM
or AhsayACB.

For more information on how to do this please refer to the following guides:

AhsayOBM Quick Start Guide, AhsayACB Quick Start Guide and Ahsay Mobile User Guide

Backup Set
Mobile Backup
Settings
Registered Mobile Device(s)
Report
e Device Name Backup Destination
Statistics
iPhone 6 Di\backupiiPhone 8\1607089270717
Effective Policy
Galaxy AT0 Di\backup\Galaxy ATMNG0T069604823
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https://www.ahsay.com/download/download_document_v8_obm-quickstart-windows.jsp
https://www.ahsay.com/download/download_document_v8_acb-quickstart-windows.jsp
https://www.ahsay.com/download/download_document_v8_mobile-user-guide.jsp

2.4 Settings

The Settings page allows the user to log the optional events, besides AhsayOBM/ AhsayACB
logs, to the Windows event log.

NOTE
This feature is supported on AhsayOBM/AhsayACB clients installed on Windows platform only.

Windows event log

The following shows the options on the Settings page.

User Profile
Windows Event Log q
Backup Set
Settings
Log t
Report cgtype
Shetiiciies M Error - W Wiarning v Info
Effective Policy .
Log option
»  Profile ) Software Update
»  Backup ) Report
¥ Restore ~ o Utilities
~  Sernice (CDP & Scheduler ) Login f Logout

There are two groups of settings under the Settings tab, and they are described below.
‘ Setting Description ‘
Log Type There are three (3) log types available: Error, Warning, and Info. You

can select any combinations of the 3 log types, and the messages will be
logged in the Windows event log.

Log Option Select the log option by which the particular action will be captured in the
Windows event log. Currently there are eight (8) different log options that
can be selected: Profile, Backup, Restore, Service (CDP & Scheduler),
Software Update, Report, Utilities, and Login/Logout.

www.ahsay.com 46




The events are logged in the Windows event log and can be viewed from the Windows Event

Viewer:
£l Event Yiewer [_ O] x|
File  Action View Help
ke A ] il
& Event Yiewer {Local) Ahsay Online Backup Manager  Number of events | Actions
o Custom Views . e
a. Windows Lags Level Date and Time Source | EventID | TaskCategory |+ | ikt
B [ Applications and Services Logs Information  10/25/20199:51..,  abm 257 Mone < Open Saved Log...
£ Ahsay Online Backup Mana Information  10/23/2019 10:1.., obm 257 Mone ¥ Create Custom View
& CEs0L Information  10/23(2019 10:1.,, cbm 257 Mone
é:l eventlag Infarmation 10/22/2019 3:40... obm 257 Mone Import Custam Yiew...
§:| Hardware Events Information 10222019 3:39...  abm 257 Mone Clear Lo
é:l Internet Explarer 1ok 100 len1n 2.e0 ks C3 hd L
] Key Management Service Event 257, obm " T Fileer Current Lag...
| Micrasoft .
& windows Pawershell General | Details I [=] Properties
d Subscriptions m Find...
[Login Logout] "WindowsTest_1" logged off sucessfully, H Save All Events As...
Attach a Task To thi.,,
View »
Log Marne: Ahsay Online Backup Manager
Source! obrm Logged: 10425420 (& Refresh
EventID: 257 Task Category: MNone Help 4
Lewel: Infarmation Keyweords: Classic Event 257, obm -
, ob
User: N/A Computer: wiZkBr2-:
G Event Properties
OpCode: - —
tore Information:  Event Log Online Help G Atrach TaskTa Tis ..
=2 Copy »
4| | 1| NS
| | ﬂ I save selected Event.., LI

2.5 Report

The Report tab allows you to check the Backup and Restore report of both backup and
restore jobs proceeded in agent-based (AhsayOBM/ AhsayACB/ AhsayOBR) and agentless
(AhsayCBS User Web Console) type.

2.5.1 Backup Reports

1.

www.ahsay.com

A list of backup reports for this AhsayCBS user can be found on the Backup tab. Click
on the desired report to get more details on the report.

User Profile Backup
Backup Set )
b Backup Report for This User
Settings
View | Today v
o Backup Set Destination Start Time End Time Status
Statistics

mdefault-backup-set—name—Z(15?1209920?58) @AhsayCBS 16-0ct-2019 1515 16-0ct-2019 1518 OK

ETEENE FETE) mdefault-backup-set—name—1(15?12089023?3) GAhsayCBS 16-0ct-2019 1456 16-Oct-2019 15:05 OK

Click the Download report button at the bottom to download the complete report in
PDF format. The backup report will be available around 15 to 20 minutes after a backup
job has finished.
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Backup Report
Backup Set E default-backup-set-name-2(15712099207586)
Destination () AnsayCBS
Job 16-0Oct-2019 15:15:48
Time 16-0ct-2019 15:15:40 - 16-Cct-2019 15:18:30
Status oK
Mew Files® 10[93.19k /124 48k { 25% ) ]
Mew Directories 4
Mew Links 0
Updated files* 0
Aftributes Changed Files® 0
Deleted Files® 0
Deleted Directories 0
Deleted Links 0
Moved Files® 0
* Unit = Mo of files [Total zipped size / Total unzipped size (comprassion ratio)]
Download report
3. A full version of the backup report appears. You can view the detailed backup set

settings on this report.
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(@ Ansaycss

Full Backup report

Backup Job Summary

User

Backup Set
Destination

Data Size
Retention Size
Backup Quota
Remaining Queta
Backup Job

Tk Statis

Start - End

1P Address

Mew Files *

Mew Direstories
Hew Links
Updated Files &
Attributes Changed Files *
Deleted Files ®
Deleted Directaries
Deleted Links
Maoved Files ®

* Mo of files (size)

trisuser

defauit-hoekup-set-name-Z {1571 2009207560
AhsayCES [AhsayCBS)

93k

o

5008

4¥61M

2019-10-16-15-15-48

0K

10/ 06/ 2009 1501548 - 101672009 1518:30
10060004 {w2kird-sed)

10 {93 2k)

4

o

o

o i

L)

i

Backup Set Settings

Field
Bazkup Source

Filter

Backup Schedule
Continuous Data Protection
In-File Delta

Retention Poliey
Command Line Tool

Value

[C% Users’ Administrator Dosume nts' Ahsay ACE_UserGuidefor Windows _versionT.doex ][C\ Users \ Administrator '\ Desuments AhsuyCBS_version7_User
Guide.docx][C Usersh Ad ministrator’, Documentsh, A lert MessageOne. png][Cr Users’, dm, s, A Twao prgllC\Usersh Administ
rator’, Documents’,BaskupSe t 2018 doex]IC 4 Users’, Administrater\Documents' BackupSet_ 2019 deex][C\ Users Administrator' Documentsh, File snapshot
testing tat][C Usersh Administrator\Documents' File snapshot testingl ][00 Usersh Administrator' Documents' SpreadSheet_x_ 151 s [0 Usersh Ad
munistrater Documents\SpreadShest_x_|52.xlsx]

[Enabled: Mo)

[Computer Hames )[Daily: [Hames Backup Schedule, Time: 200 0, Type: . Duratian -1, Retention Poliey: Yes[l[Weekly: [[Monthly: ][Custorm: ]

[Enabled: Mo]

[Enabled: Yes, Default Types L, Block Sizer -1, Minimum Size = 26214400, Maximum Mo of Delta = 100, Delta Ratio = 50, Weekly []. Monthly: [, Da

3 0, Criteriw Friday, Day of selected months in yearly varistions First]

[Type Simple, Pericd: 7, Units Daylsl]

rator, D

Reminder [Computer Name: w2klr2-std]

Bandwidth Control [Enabled: Mo, Mode: Independent, Bandwidth Contrali |

Others [Remaove temparary files after backup Yesl[Follow Link: Tes|[Valume Shadow Copy! YeslFile P TeslC: Type! Fast (Camp: 5
ize larger than mormall)

Backup Logs

Ha. Type Timestamp Lag

1 start 2009/10/16 151548 Start [ AhsayOBM v 3.0.30 ]

2 info 2019/10/16 151551 Using Temporary Directory C\Usersh Administrator' temp®, | 571 209920756 0BSE 1571 21 0067052

3 infa 2009710016 151559 Start running pre-<ommands

4+ infa 2009710/ 16 151559 Finished running pre-commands

5 info 2009/10/16 151607 Start cresting Shadow Copy Set..

& infa 2009710/ 16 151621 Shadeow Copy Set successfully ereated

7 infa 2019/10/16 151730 Start validating the presence and size of backup data in destination “AhsayCBES".

[] infa 2009/10/16 1507130 | File: "1571 209920756/ blocks, 201 9-10-16-15-15-48,/0/ 000000, bak”, Size: 95,424, OK

a infa 2009/10/16 151730  Finished validsting the presence and size of backup dats in destination “AhsayCBS®

10 infa 2009710/16 151731 Deleting Shadow Copy snapshot for volume "\, Valum efS badbal-f idi4-1 1 e6-B201-006eb e 6063 "

11 infa 2009710/ 16 151731 Deleting Shadow Copy snapshot for volume "Ci%"

12 infao 2009710/ 16 1517142 Start running post-commands

13 infao 2009710/ 16 1517142 Finished running pest-semmends

Backup Files

Ha. Type  Dirs/Files Size Last Modified

i new iy 12k / 12k (OR) 10/15/2019 1023

2 new iy Users 4k [ 4k (0] 02/ ET/200T 2553

a new €y Users' Administrator Bk f Bk (0 09,7 /2019 0756

+ new Ty Users' Administrator’ Dosuments L&k / 16k (0R) 10/15/2009 1000

5 new Ciy Usersh Administrator’ Docume nts’, Ahsay ACE_ UserGuideforWindows _versiond does 12k / 14k (1T O7/10/2008 1724

& new CriyUsersh Administrator’ Documents’ AhsayCBS versionT_UserGuide.doex 12k / 14k (17%) 07/ 1072018 1724

7 new €y Users' Administrator’ Documse ntsh, Aler tMessageOne png 2k f 2k (0 02/ 38,2019 1200

L] new €y Users' Administrator Dosume ntsh, Aler tMessape Two. prg 2k [ 2k (0 02/ 28/2019 1200

a new Cih Usersh Administrator’ Docume nts), BackupSet 2010 docs 12k / 14k (1T O7/10/2008 1724

0 new €' Usersh Administrator’ Docume nts’, BackupSet 2019, docx 12k / 14k (17%) 07/ 1072008 1724

ii new © Usersh Administrator’ Documents', File snapshot testing txt 256 / Th 126 1271772008 1427

12 new €y Users Administrator Docunsentst File snapshot testingl tek 256 / Th 1967 OL/15/2019 10:2

13 new Cry Usersh Administrator’ Docume nts', SpresdShest_s_ 152 wlsw 19k / 23k (15%) 03/18,/2009 1511

15 new | Ci\UsershAdministratoriDocuments\ SpresdShest_x_151 xlxe 19k / 23k (15%) 0371872019 1511
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2.5.2 Restore Reports

1.

A list of restore reports for this AhsayCBS user can be found on the Restore tab. Click
on the desired report to get more details on the report.

User Profile

| Backup TR

Backup Set .
e Restore Report for This User

Settings

Statistics

View | Today

Backup Set
m default-backup-set-name-2(1571200920756)

Destination
@ AhsayCBS

(@ AnsayCBS

Job Status

16-Oct-2019 15:19:03 QK

Effective Policy

m default-backup-set-name-1(1571208902373) 16-0ct-2019 15:07:40 OK

v

Click the Download report button at the bottom to download the complete report in
PDF format. The restore report will be available around 15 to 20 minutes after a restore
job has finished.

Restore Report

Backup Set E default-backup-set-name-2{157 1200920756

Destination @ AhsayCBES

Job
Time
Status

Downloaded Files™

16-0ct-2019 15:19:03

16-0ct-2019 15:19:03 - 16-Cct-2019 15:19:09
oK

10093k )

3.

www.ahsay.com

* Unit = Mo of files (Download size)

Download report

A full version of the restore report appears. You can view the detailed backup set
settings on this report.
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Normal Restore

G AhsayCBS

Full Restore Report

Restore Job Summary

User Backup Set Restore Job Restore Destination Job Status 1P Address Restored Files *
trialuser default-backup-set-nam  2009-10-16-15-19-03 AhsayCBS oK 10.16.10.14 10 (93 2k)
e-2 (1571 209920756)
* Mo, of files (size)
Restore Logs
HNo. Type Timestamp Log
1 star  10/16/2019 151903 Start [ AhsayOBM v8.30.30 |
t
2 info 10/16/2019 151903 Initializing decrypt action...
a info 10/16/2019 1501903 Initializing decrypt action. . Completed
+ infa 10/16/2019 151%04  Cresting new directory ... "Cr\Restored \C_"
5 infa 10/16/2019 151%04  Creating new directory ... "C\Restored \C_\Users”
& info 10/16/2019 151904  Creating new directory ... “Ci\Restored \C_ Y\ Users', Administrator”™
7 info 10/16/2019 151904 Creating new directory ... "Cr\Restored \C_\Users', Administrator', Documents”
Restore Files
No. File Name Size Last Modified Downboaded Time Time taken {minsec
1
1 Ci\Rs W Users' [ AhsayCRS_version?_Userfuide. docx 12k 0710/ 2008 1Ti24 10/16/2019 1519 Ol
2 Ci\Rs W Users’ I AhsayACE_UserGuideforWindows_version 12k 0710/ 2018 1Ti2e 101642019 15119 (i)
T.doex
a CI\R: W Users' D AlertM One pa g 2k 0272872019 1200 10/16/2019 1519 ol
+ Ci\Rs M Users' D Alberth Twa.png 2k 0228/ 209 1210 101672019 1519 L)
E CiR _WUsers’ I Back _ 2018 doey 12k O7/10/ 2018 17124 10/16/2019 1519 [
& CiR _WUsers’ I Black _ 2019 doex 12k O7/10/ 2018 17124 10/16/2019 1519 i
7 CI\Rs W Users' D File snapshot testing txt 254 12/17/2018 1427 10/16/2019 1519 ol
[ CiR _Users’ I File snapshat testingl txt 254 O1/15/2019 112 10/16,/2019 1519 [
a CI\R: W Users' (] = t_x_ 151 xlsx 19k O3/18/2019 1511 10/16/2019 1519 Ol
0 Ci\Rs - Users' 1] SpresdSheet w152 xlsx 19% 031872019 1511 10/16/2019 1519 (i)
Run Direct Restore without Auto
Migration.
G AhsaylB5
Restore Job Summary
Usar Backup Sak Masters Tzb Reinrs Destiration Jab Skrtus IF Adkdress Rastared Fidm
grl Vhwarw 58150 dGR-R | 2017000003020 Ay K 1112 A
-Losal-CBE LI
Azl

= Mo of Tiles leine)

Restore Logs

Ka Type  Timmtamp Lag
1 star  [OB/IFOT OEENED | Start
t
2 infe | OH/FI/200T S0 | IO 0L slresdy kx
3 infz | OB/IFF20T 03044 | Proparing For Man Dirssk
i infe |OH/IFF200T 0SS | Meunt dsfactars “che-anDirect (U120 101 Sabaflunllirect
& anfe | OB/ORS200T 0A0RA5 | Asding virtus] mestdns "Winsaws 2000 Ent [10.0 02087 ta the inventsry
L anfs  |OH/F /200 T Ofa0nSE Taking srapetat " snaphot_for_publish__" of wvirtusl machine "Wisdews 2005 Ext (30 10204]"
¥ infz  |OB/IFS200T 031G | Plams do nek Bl Hemove or Wevart sy scisting snapahst kafars migratisn i camplstad
e anfe | OB/F/20T OFSI0M | Msstors Completed Sercansfully

Restore Files

Ka Fils Mama

Lt ot et

Dowslasdsd Tima

Tims Exken imdrcsss

Bl




iii.  Run Direct with Auto Migration

G AhsayCBS

Full Restore Report

Restore Job Summary

Usar Backep Set Rmtors Job Feaxbors Dexbination Tok Skakun IP Addrus Rextored File

gri Wilwara ESX1L v30 4ER-R | 300708 14-15-36-2 AhaayCHE k 101610 Ll
[ Lowal -CHE) (L #2016
EMOTH

* Mo of files laizel

Restore Logs

Ma. Typs | Timestamp Log

i atar S TIT 1550 | Seart [ Windews Server 8003 (Work | Sowtiad, AhuayOBM «7.13003 |

r

2 infs Initializing decrypt sction.

a infs Initslizing decrypt sctian.. Completed

. infs VMuwars ESX1 5,10 build- 1157 734010 | 0E-AANSEH:2)

§ infz Fraparing for Run Direct.

] infz Mount detsstors “che-RunDureet (10,020 100122 nRunDirect?”

i infs Adding virtusl machine “Haw Wirtusl Machine” to the Inventory.

L] infs Taking snapshat * apuhizt_far_publish__" of wirtusl machirs "Hew Vietusl Mechine™

a infs Pawsring an virbeal machine “Hew Virtusl Bach

" infz Flama dz not Edit, Remesew o Revect sny sxisting snapahot befoes migration i completed

1 infs Start mane migration.

12 infs Losding information

i3 infs Taking snapshat *__snepshet_for_migrate__" of virtusl machine "Hew Viesus] Machas®™

1 infs Migrating Has Wirteal Machine  Win200s (0001 -dalta vmdk

i5 infz Miprating Husw Wirteal Machina Wind00s-000001 vmdk

16 infs Migrating Huw Wirteal Machine/ Win2G-flat vmdk

17 infs Migrating Has Wirtesl Machine Wins vmdk

1] infs Suspanding wtrtusl machine "Hew Victosl Machin™

19 infs Losding information

20 infs Remaving virtssl machane "Maw Vietusl Machine” from the inventary.

2 infs Migrating Has Wirteal Machine/ Win20i nram

28 infz Miprating Hasw Wirteal Mechina Wind00% vl

23 infs Migrating K Wirtsal Mechina Windos vms

24 infs Migrating Has Wirteal Machine Wins ymat

25 infs Migrating K Wirtsal Mechina Windo0s- 95667 f.vme

26 infs Migrating Hus Wirteal Machine  Win200s (0002 dalta vmdk

F1) infz Miprating Husw Wirteal Machina Wind00s-0000E vmdk

28 infs Migrating K Wirteal Mechina Windol -Snnpubst wmun

29 infs Migrating Has Wirteal Machine Wins Snapehot wmen

a0 infs Adding wirtus] maching “Hew Wirtusl Mehine” to the inventary.

k1] infs Pawsring an virbeal machine “Hew Virtusl Bach

ai infz Remaving sniputat shizt_far_migrste__" from wirtusl mechine "BHew Virtosl Machin®”

a3 infs Rumaoving snaphot ©__snapshot_for_publish__" From wirtusl machine “Hew ¥irtssl Machine®

EL) infs Unmount datastors “cha-Renlirect”

Restore Files

Ho. File Hams Sive Laat Modified Downlosded Time Tims Eaksn {mincasc
]

NOTE

OpenDirect restore of file backup sets or granular restore of files from VMware and Hyper-V backup
sets performed using Windows File Explorer will not generate any restore reports on AhsayCBS.
Restore reports are only available when the restore is performed directly through AhsayOBM
/AhsayACB/ AhsayOBR or on agentless Office 365 and Cloud File backups.
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2.6

Statistics

You can generate a graph of storage statistics for the user by modifying a few factors such as

the backup destination, backup set and the period of the backup.

The statistics shows the storage capacity of different backup sets on different dates.
restorable files in the data and retention area for each backup set are included in the

calculation of storage statistics.

Storage statistics of a backup set are updated every time the following functions are run:

© Backup job
Data Integrity Check (DIC)
Periodic Data Integrity Check (PDIC)

Space Freeing Up

© 0 O ©

Delete Backup Data

Usage

The following options are configurable for generating statistics in your desirable view.
@ Select a destination — select the backup destination of your choice
@ Select a backup set — you can choose a specific backup set or all backup sets
@ Period — select the period of time during which backups were performed

@ View — you can choose a view, graph or table

Only

Statistics for This User

Select a destination
AhzayCBS v

Select a backup set

All backup sets v

Period
This Week ¥

Go

View | Table v
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Graph view

Usage [ T0LELY

Statistics for This User View

Select a destination
AhsayCBS v

Select a backup set

All backup sets v

o
@
2.
=)
a

This Week v

Shows Date, Destination, Backup Set Name,
and Total Size of a specific backup job sy °== i

A

Destination AhsayCB8S
120,000,000 Backup Set default-backup-set-name-3
b d'e%'&ﬁ?!?ggkuo-set-
100,000,000 name-1 o}
default-backup-set-
80,000,000 name-2
default-backup-set-
° L]
S 60,000,000 name-3
default-backup-set-
40,000,000 name-4
20,000,000
0
1-Mar 2-Mar 3-Mar
Date
Backup Size in Bytes
Table view
Statistics for This User View | Table v
Select a destination
AhsayCBS
Select a backup set
All backup sets |
Period
This Week ~ |
Date | Backup Set | Total Size
2020-03-01 Total 0
m default-backup-set-name-1(1583543230248) 0
m default-backup-set-name-2(1583121254009) 0
m default-backup-set-name-3(1583199702515) 0
m default-backup-set-name-4(1583207766110) 0
2020-02-02 Total 304k
m default-backup-set-name-1(1583543230248) 0
E default-backup-set-name-2(1583121254009) 304k
m default-backup-set-name-3(1583199702515) 0
m default-backup-set-name-4(1583207766110) 0
2020-03-03 Total 100.09M
m default-backup-set-name-1(1583543230248) 0
E default-backup-set-name-2(1583121254009) 304k
m default backup-set-name-3(1583199702515) 99.79M
m default-backup-set-name-4(1583207766110) 0
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Summary

User Profile EEN  summary

Backup Set
. Summary for This User

Settings
* Unit: Compressed Size / Uncompressed Size [Ratio] [Total No. of Files]

Report = Unit- Compressed Size [Total No. of Files]

Statistics (*} Backup Set completely migrated from vé

Effective Policy

Backup Set Destination Data Area™ Retention Area*® | Total Upload®™ | Total Restore™
m @Ahsa'fCElS 0/0[0%][0] 0/0[0%][0] 0[o] oro]
T1(15016614509581)
B =

= 0/0[0%][0] 0/0[0%][0] O[0O] 0[0]
T1(1501661450981)  GoogleDrive-001
315.46M /437G 315.46M [ 529.03M [ 8186

(9 Ansayces 0/0[0%][0]
T2(1501827515142) [93% ] [4094] 4097] ]
s @

0/0[0%I[0] 0/0[0%I[0] 0r18] 0[o]

T3(1501833150874)  GoogleDrive-001

There are 4 columns showing the following information of each backup set.

Data Area

Data Area*

D/O[0%]I10]

D/O[0%]I10]

IN546M 74375
[93% ][ 4004 ]

D/0T0%]I10]

Format:
[Compressed Size] / [Uncompressed Size] [Compression Ratio in %] [Number of files]

Example: 315.46M / 4.37G [93%)] [4094]

The data interpreted as the backup set has 4094 files in the data area; the files compressed,
and uncompressed sizes are 315.64M and 4.37G respectively; the compression ratio is 93%.

-
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Retention Area
Retention Area**

0/0[0%][0]
412MF412M[0%][12]
0/0[0%][0]
0/0[0%][0]
0/0[0%][0]

4120 23407 [BE% ][ 239]

Format:
[Compressed Size] / [Uncompressed Size] [Compression Ratio in %] [Total number of files]

Example: 34.12M / 234.07M [86%] [239]

The data interpreted as the backup set has 239 files in the retention area; the files compressed,
and uncompressed sizes are 34.12M and 234.07M respectively; the compression ratio is 86%.

Total Upload
Total Upload*
o[oj
119G [183]
M [20]
181020 [TOB]
21.06M [ 78]
TH59.86M [683]

Format:

[Compressed Size] [Total number of files]

Example: 4M [20]

There is a total of 20 files sized of 4M uploaded for this backup set.

The Total Upload is computed by adding up all the New Files, New Directories, New Links,

Uploaded Files, Attributed Changed Files, Deleted Files, Deleted Directories, Deleted Links and
Moved Files.



Total Restore

Total Restore*®

ool
B12.2M[92]
ool
ool
2912M[36]

448G 1044 ]

Format:
[Compressed Size] [Total number of files]

Example: 612.2M [92]

There is a total of 92 files sized of 612.2M restored from this backup set.

www.ahsay.com
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2.7 Effective Policy

NOTE
Effective Policy tab may be hidden depending on the configuration your backup service provider made.

There are six (6) tabs containing different groups of policy, and they are described below.

User Settings Tab

You can see the effective policy on user settings for this user on the User Settings tab.

User Profile [IEL LR Backup Set Settings | GUI Settings [ Default Values i Preempted Values | Preempted Backup Sets
-
Backup Set ) .
User Settings Related Policies
Settings
Repur[ Detail Value User Group | Policy
. e - " Default
Statistics Quota > Quota limits calculation method Compressed Size All Users i
setfings
Effective Policy _ Defaull
User Quota > Enable ‘es, User Quota Seffings: Enabled = true, Mode = Default All Users i
seftings
Destination Quota Settings: Destinationkey=0BS, Enable=true, Deefault
User Quola > Value All Users
Quota=52428800, DestinaticnName=AhsayCBS settings
Invalid login attempt limit (password only) = Maximum Default
efau
number of invalid login attempis allowed within 3 fimes within 5 mins All Users i
setfings
specified period
Invalid login attempt limit (password only) = Blocking Default
efau
period for IP address and user that exceed the 10 Minutes All Users i
setfings
maximum allowed invalid login attempts N
: Deefault
Email Reports = Backup Repaort Yes All Users
settings
; Default
Email Reports = Restore Report Yes All Users
zettings

X ?

Backup Set Settings Tab

You can see the effective policy on backup set settings for this user on the Backup Set Settings
tab.

User Profile =R ATCT R T LER GUI Settings || Default Values | Preempted Values i Preempted Backup Sets
-
Backup Set ; .
Backup Set Settings Related Policies
Settings
Report Detail Valug User Group | Policy
- Destinations Visible to Users = Predefined . . Default
Statistics \Wasabi-1 (Wasabi) All Users
Destination settings
Effective Policy Destinations Visible to Users = Standard Local / Mapped Drive f Network Drive / Removable Drive, Ay Default
sers
Destination Enable=Yes settings
Destinations Visible 1o Users = Standard Default
AhsayCBS, Enable="es All Users
Destination settings
Destinations Visible to Users = Standard Default
Google Cloud Storage, Enable=No All Users
Destination settings
Destinations Visible 1o Users = Standard Default
Amazon S3, Enable=No All Users
Destination settings
Destinations Visible to Users = Standard Default
SFTF, Enable=Mo All Users
Destination settings
Destinations Visible 1o Users = Standard Default
FTP, Enable=No All Users
Destination settings
Destinations Visible to Users = Standard Default
CT¥un, Enable=No All Users
Destination settings
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GUI Settings Tab

You can see the effective policy on AhsayOBM or AhsayACB GUI settings for this user on the
GUI Settings tab.

User Profile User Settings Gl (TR WE  GUI Settings Default Values Preempted Values | Preempted Backup Sets
-
Backup Set i .
GUI Settings Related Policies
Settings
Rep(]r[ Detail Value User Group | Policy
- Backup Seis = Add and Remove Backup Set ( ONLY applicable to v7.3 - Default
Statistics Vigw=Yes All Users
V7.9 client agent ) settings
Effective Po Default
Eackup Sels = General Tab View=Yes All Users
seftings
) Default
Backup Seis = General Settings - Name View=Yes Edit=Yes All Users
settings
. . Default
Backup Sets = General Settings - IBM Domino View=Yes, Edit=Yes All Users
seftings
Default
Backup Seis = General Settings - IEM MNotes View=Yes, Edit=Yes All Users
settings
. Default
Backup Seis = General Settings - MS Exchange Server View=Yes, Edit=Yes All Users i
seftings
. Default
Backup Seis = General Settings - MS HyperV View=Yes, Edit=Yes All Users
seftings
. Default
Backup Sels » General Seflings - M550L Server View=Yes Edit=Yes All Users i
settings

X ?

Default Values Tab

You can see the effective policy on default values for this user on the Default Values tab.

User Profile User Settings i Backup Set Settings m PLGTLATETE I Preempted Values | Preempted Backup Sets
-
Backup Set .
Default Values Related Policies
Settings
Report Detail Value User Groug
- General = .
Statistics N Applied Module=File Backup, Name=default-backup-set-name All Users
ame
Effective Policy General =
- N Applied Module=Cloud File Backup, Name=default-backup-set-name All Users
ame
General = . .
N Applied Module=IBM Lofus Domine Backup, Name=default-backup-set-name All Users
ame
General = .
N Applied Module=IBM Lotus Notes Backup, Name=defauli-backup-set-name All Users
ame
General = .
N Applied Module=MS Exchange Server Backup, Mame=default-backup-set-name All Users
ame
General = . .
N Applied Module=M3 Exchange Mail Level Backup, Mame=defauli-backup-set-name All Users
ame
General = .
N Applied Module=MS SCL Server Backup, Mame=default-backup-set-name All Users
ame
General = .
N Applied Module=M3 Hyper-¥ Backup, Name=defauli-backup-set-name All Users
ame

X ?
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Preempted Values Tab

You can see the effective policy on preempted values for this user on the Preempted Values
tab.

User Profile Backup Set Settings m Default Values BT THCLRIGTELIE Preempted Backup Sets
Backup Set
cEApEE Preempted Values Related Policies
Settings
No policy defined
Report
Statisfics

Effective Policy

Preempted Backup Sets Tab

You can see the effective policy on preempted backup sets for this user on the Preempted
Backup Sets tab.

User Profile Backup Set Settings m (= GULAEIEL S WS G UL R TTEL  Preempted Backup Sets
Backup Set
mRApeE Preempted Backup Sets Related Policies
Settings
Mo policy defined
Report
Statisfics

Effective Policy
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3. Monitoring Live Activities
3.1 Managing Live Activities

1. Login to AhsayCBS user web console according to the instruction provided in section
Logaing on to AhsayCBS User Web Console.

2. To manage your backup and restore live activities, simply click the Live Activities icon
from your AhsayCBS environment.

P

Live Activities

You can perform the following operations on your own user account:

@  View the status of the backup process live or finished within 1 hour

@  View the status of the restore process live or finished within 1 hour

NOTE

If there are any backup and restore jobs which are unexpectedly terminated or crashed the
job status should automatically clear after 72 hours.

-
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3.2 Backup Status

The Backup Status tab allows you to monitor the live activities of backup jobs running in both
agent-based (AhsayOBM/ AhsayACB) and agentless (AhsayCBS User Web Console) type.

Available Restore Jobs Can Be Monitored by Live Activities

Backup Type AhsayOBM AhsayACB Ahsay Mobile

File Backup v v NA
Cloud File Backup v v NA
IBM Lotus Domino Backup v NA NA
IBM Lotus Notes Backup v v NA
MS Exchange Server Backup v NA NA
MS Exchange Mail Level Backup v NA NA
MS SQL Server Backup v NA NA
MS Windows System Backup v v NA
MS Windows System State Backup v NA NA
MS Hyper-V Backup v NA NA
MySQL Backup v NA NA
Office 365 Backup v v NA
Oracle Database Server v NA NA
ShadowProtect System Backup v NA NA
VMware Backup v NA NA
Synology NAS Backup v NA NA
QNAP NAS Backup v NA NA
MariaDB Backup v NA NA

The following shows the backup status of a live backup activity
€ AhsayCBS

Backup Status Restore Status

Backup jobs that are currently running or finished within 1 hour.

Backup Status

Login Name (Alias) | Owner | Backup Set Destination Progress Estimated Time Left | Current File Transfer Rate
® WinTest (WinTest) - mﬂackupsm-z (3 AnsayCBS S— 100 % 0 sec cu in 2018 i 1114201854 41Mibit's
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3.3 Restore Status

The Restore Status tab allows you to monitor the live activities of restore jobs running in both
agent-based (AhsayOBM/ AhsayACB/ AhsayOBR) and agentless (AhsayCBS User Web
Console) type.

Restore Type Ahsay OBM Ahsay ACB Ahsay OBR | Ahsay Mobile
File Normal Restore v v v NA
OpenDirect X X X NA
Restore
Cloud File Backup v v v NA
IBM Lotus Domino Backup v NA v NA
IBM Lotus Notes Backup v v v NA
MS Exchange Server Backup v NA v NA
MS Exchange Mail Level v NA v NA
Backup
MS SQL Server Backup v NA v NA
MS Windows System Backup v v v NA
MS Windows System State v NA v NA
Backup
MS Normal Restore v NA v NA
Hyper-V
Run Direct Restore v NA v NA
Granular Restore v NA v NA
with AhsayOBM
File Explorer
Granular Restore X NA X NA
with Windows File
Explorer
MS SQL Server Backup v NA v NA
MySQL Backup v NA v NA
Office 365 Backup v v v NA
Oracle Database Server v NA v NA
ShadowProtect System v NA v NA
Backup
VMware | Normal Restore v NA v NA




Run Direct Restore v NA v NA
Granular Restore v NA v NA
with AhsayOBM
File Explorer
Granular Restore X NA X NA
with Windows File
Explorer
Synology NAS Backup v NA NA NA
QNAP NAS Backup v NA NA NA
MariaDB Backup v NA v NA

The following shows the restore status of a live restore activity.

GEEAESETES  Restore Status

All restore jobs that are currently running or finished within 1 hour.

Restore Status

@ obmtestbrenda () -- mbackup-set-name-2 (3 cos 100%  Osec Obitis

Login Hame (Alias) Owner | Backup Set Destination | Progress Estimated Time Left Current File | Transfer Rate

NOTE
OpenDirect restore of file backup sets or granular restore from VMware and Hyper-V backup sets

This only applies to the restore performed directly through AhsayOBM/AhsayACB/AhsayOBR or
AhsayCBS User Web Console.

performed using Windows File Explorer will not show up on the [Restore Status] tab in Live Activities.
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4.Managing Backup Set

Since all the steps in creating a backup set, running a backup job, and restoring a backup are
generic, follow these links for detailed instructions for Office 365 and Cloud File.

Agent-based
Cloud File

© AhsayACB v8 User Guide — Cloud File Backup & Restore for Windows

© AhsayACB v8 User Guide — Cloud File Backup & Restore for Mac

© AhsayOBM v8 User Guide — Cloud File Backup & Restore for Windows

© AhsayOBM v8 User Guide — Cloud File Backup & Restore for Mac
Office 365

© AhsayACB v8 User Guide - Office365 Backup & Restore for Windows
© AhsayACB v8 User Guide - Office365 Backup & Restore for Mac
© AhsayOBM v8 User Guide - Office365 Backup & Restore for Windows
© AhsayOBM v8 User Guide - Office365 Backup & Restore for Mac

Agentless

Cloud File — Cloud File Run on Server (Agentless) Backup and Restore Guide

Office 365 — Office 365 Run on Server (Agentless) Backup and Restore Guide

The links above will redirect you to the user guides of Office 365 and Cloud File and from there
it will discuss the two (2) options of creating a backup set, running a backup job, and restoring a
backup which are through AhsayCBS User Web Console (Agentless) and
AhsayACB/AhsayOBM (Agent-based).



https://www.ahsay.com/download/download_document_v8_acb-user-guide-cloud-win.jsp
https://www.ahsay.com/download/download_document_v8_acb-user-guide-cloud-mac.jsp
https://www.ahsay.com/download/download_document_v8_obm-user-guide-cloud-win.jsp
https://www.ahsay.com/download/download_document_v8_obm-user-guide-cloud-mac.jsp
https://www.ahsay.com/download/download_document_v8_acb-user-guide-365-win.jsp
https://www.ahsay.com/download/download_document_v8_acb-user-guide-365-mac.jsp
https://www.ahsay.com/download/download_document_v8_obm-user-guide-365-win.jsp
https://www.ahsay.com/download/download_document_v8_obm-user-guide-365-mac.jsp
https://www.ahsay.com/download/download_document_v8_cloud-file-run-on-server.jsp
https://www.ahsay.com/download/download_document_v8_office-365-run-on-server.jsp

4.1 Create Backup Set (Generic Steps)

You can use your AhsayCBS user account to create backup sets and complete the remaining
part of the process on the backup client for setting up the encryption type and/or encryption key.
In some cases, you may need to create backup sets first before you install a backup client on
the client machine.

To add a new backup set, do the following:

1. Login to the AhsayCBS user web console according to the instruction provided in
section Logging on to AhsayCBS User Web Console.

2. Click User icon from AhsayCBS environment.

A

3. Click + on the Manage Backup Set page.

User Profile
Manage Backup Set

Backup Set

Settings + i ke

Report Name Type Version
Statistics

Effective Policy

4, Enter the Name of the new backup set and select the backup set type from the Backup
set type dropdown box. The choices for backup set types are:

©  File Backup © |BM Lotus Domino Backup

© |BM Lotus Notes Backup © MS Exchange Server Backup
© MS Exchange Mail Level Backup © MS SQL Server Backup

©  MS Hyper-V Backup © MS Windows System Backup
© MySQL Backup ©  MariaDB Backup

© Oracle Database Server Backup ©  ShadowProtect System Backup
© MS Windows System State Backup ©  VMware Backup

© Cloud File Backup ©  Office 365 Backup
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Also select the operating system used for the backup client from the Platform dropdown
box. The choices for the platform are:

© Windows O Mac
© Linux

The Linux platform option also applies to backup sets running under FreeBSD, QNAP
and Synology.

Once the backup set creation process is completed on the backup client, the value for
the platform will be updated accordingly. For QNAP the platform value is QTS, for
Synology the platform value is DSM and for FreeBSD the platform value is FreeBSD.

In our example, the new File backup set running on Windows is called default-backup-

set-name-2. Click at the bottom right corner of the screen to continue.

Create Backup Set

General

Mame

default-backup-set-name-2

Backup set type
File Backup v

Platform

Windows ¥

Specify the backup source for the new backup set. The content of the Backup Source
page differs depending on the backup set type you have chosen. Below is an example
of creating a file backup set on Windows.

Backup Source

Select the items and folders that you want to backup

Deskiop

| Documents
Favourites
Cutlook
QOutlook Express
Windows Mail

‘Windows Live Mail

Apply filters to the backup source I

Other Selected Source
=+ il
Path
Deselected Source
+ i

Path
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There are three (3) ways to select file(s) and/or folder(s) for back up:

Select folder(s) to back up all files in the folder(s).

Select the items and folders that you want to backup

Deskiop

| Documents
Favourites
Cutlook
Qutlook Express
Windows Mail

Windows Live Mail

Use the filter to specify file(s) and/or folder(s) that will be included in the back up.

Turn on Apply filters to the backup source and click + to create a filter.

Apply filters to the backup source

+ i

Name

(=1

Enter the Name of the filter. Click + to specify the Matching pattern.

Filter

Name

Filter-1

Matching pattern
+ il
Pattern

5

“s” will be included in the backup job.

For each of the matched filesifolders under top directory
e Include them

Exclude them
Exclusion

Ezxclude all unmatched filesifolders

Match file/folder names hy

® Simple comparison | starts with v

Regular expression (UNIX-style)

Select from the options below. In this example, all files that starts with the letter
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Select whether you would like to apply the filter to all files and/or folders in all hard
disk drives or to a specific folder only. If ‘This folder only’ is selected, enter the
local / network address that you would like to apply the filter to.

How to Apply This Filter

Apply this filter to all files/folders in
All hard disk drives

®) This folder only {Input local / network address)
Ch

This share requires access credentials

Apply to
| File Folder

If “This share requires access credentials’ is checked, enter the User name and
Password of the local or network drive. This checkbox will only be enabled if a

local or network address is detected. CIick to add the filter.

| This share requires access credentials

User name (e.g. domain\usemame)
username

FPassword

Specify the source folder or network drive where the file(s) and folder(s) for back
up are located. Network drive support has been enhanced which will allow users
to access different network drives not limited to Windows-based backup source.
This enhancement will support:

O Network drives with different login credentials instead of limited to Windows
User Authentication login or network drives without login credential.

Network drives without the need for them to be setup first on Windows.

Network drives as Backup Source (including filter), Backup Destination and
Restore Location (Original or Alternate).

Click + under Other Selected Source. Enter the Local Path / Network
Address.

Other Selected Source

Local Path / Network Address
1125.5.184. 17 1\ TestFiles

This share requires access credentials
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If “This share requires access credentials’ is checked, enter the User name and
Password of the local or network drive. This checkbox will only be enabled if a
local or network address is detected.

| This share requires access credentials
User name (e.g. domain\usemame)
username

FPassword

Click mu to add the selected source. You may add multiple source folder and/or
network drive by doing the steps above until all the source folders and/or network
drives are added.

You may also specify a source which would be excluded from the backup job by

clicking the + under Deselected Source instead. Steps are the same as with
Other Selected Source.

Click izd at the bottom right corner of the screen to continue.

By default, the Run scheduled backup for this backup set option is enabled. There is
already a backup schedule created which is scheduled to run daily at 8pm. This may be

edited, or you may opt to create a new backup schedule by clicking + in the middle of
the screen.
Add New Backup Set
Run scheduled backup for this backup set Ij
Manage schedule
+ i
Name Type
Backup Schedule Daily
Run scheduled backup on computers named
€ 2> X ?
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@ Enter the information of the new backup schedule you want to add.

Backup Schedule

Client version = 5.3.3.50 does not support periodic schedule, periodic schedule will work as nermal schedule.

Details

Mame
Backup-Schedule-1

Type
Daity ¥
Start backup

at v |00 v 00w

Stop
unfil full backup completed ¥

Run Retention Policy after backup

+ X ?
* Name - the name of the backup schedule.

* Type — the type of backup schedule. There are four (4) different types of
backup schedule: Daily, Weekly, Monthly and Custom.

© Daily - the time of the day or interval in minutes/hours when the backup
job will run.

Details

MName

Daily-1

Type
Daily v

Start backup
at v 00 v 00T

Stop
wnfil full backup completed ¥

E Run Retention Pelicy after backup

© Weekly — the day of the week and the time of the day or interval in
minutes/hours when the backup job will run.
Details

Name
Weekly-1

Type
Veskly ¥

Backup on these days of the week
Sun Won Tue Wed Thu i [v] sat

Start backup
a  viloov ioovw

Stop
unfilfull backup completed ¥

| Run Retention Policy after backup




© Monthly — the day of the month and the time of that day which the
backup job will run.

Details

Mame

Manthly-1

Type
Monthly ¥

Backup on the fellowing day every month

:
Start backup at
00 v 00 ¥

Stop

unfil full backup completed ¥

" Run Retention Policy after backup

© Custom - a specific date and the time of that date when the backup job
will run.

Details

Hame

Custem-1

Type

Custom ¥

Backup on the following day once

2020 December ¥ | 31 ¥

Start backup at
vl o8 w

Stop

unfil full backup completed ¥

| Run Retention Policy after backup

* Start backup — the start time of the backup job.

© at — this option will start a backup job at a specific time.

© every — this option will start a backup job in intervals of minutes or hours.

Start backup Start backup
every ¥ every ¥ || 1minute ¥
Tminte
Run Re 2 m!n utes er backup Run Re 2 m!n utes er backup

3 minutes 3 minutes
4 minutes 4 minutes
5 minutes 5 minutes
G minutes & minutes
10 minutes 10 minutes
12 minutes 12 minutes
15 minutes 15 minutes
20 minutes 20 minutes
30 minutes 30 minutes
1 hour
2 hours 2 hours
3 hours 3 hours
4 hours 4 hours
& hours @ hours
& hours 3 hours
12 hours 12 hours




Here is an example of a backup set that has a periodic and normal
backup schedule.

Details Details
Name
Name
Weekly-2
Weekly-1
Type
Type Weekly v
Weekly w Backup on these days of the week
Backup on these days of the week ] Sun Hon e e ™ R
sun  [v Mon o] Tue [ Wed o Thu o] Fri sat Start backup
at w2t o
Start backup
Stop
every v || dhours v unti full backup completed
Run Retention Policy after backup | Run Retention Policy after backup

Periodic backup schedule runs every 4 hours Monday to Friday during
business hours while the normal backup schedule runs at 21:00 or 9:00
PM on Saturday and Sunday during weekend non-business hours.

* Stop — the stop time of the backup job. This only applies to schedules with
start backup “at” and is not supported for periodic backup schedule (start
backup “every”).

© until full backup completed — this option will stop a backup job once it
is complete. This is the configured stop time of the backup job by
default.

© after (defined no. of hrs.) — this option will stop a backup job after a
certain number of hours regardless of whether the backup job has
completed or not. This can range from 1 to 24 hrs.

The number of hours must be enough to complete a backup of all files
in the backup set. For small files in a backup, if the number of hours is
not enough to back up all files, then the outstanding files will be backed
up in the next backup job. However, if the backup set contains large
files, this may result in partially backed up files.

For example, if a backup has 100GB file size which will take
approximately 15 hours to complete on your environment, but you set
the “stop” after 10 hours, the file will be partially backed up and cannot
be restored. The next backup will upload the files from scratch again.

The partially backed up data will have to be removed by running the
Data Integrity Check.

As a general rule, it is recommended to review this setting regularly as
the data size on the backup machine may grow over time

* Run Retention Policy after backup — if enabled, the AhsayOBM will run a
retention policy job to remove files from the backup destination(s) which
have exceeded the retention policy after performing a backup job.

' Click mm at the bottom right corner of the screen to continue.

2 The new backup schedule, Backup-Schedule-1 in our example, can be seen
under the Manage schedule list.



Click 4 at the bottom right corner of the screen to continue.
Add New Backup Set

Run scheduled backup for this backup set E

Manage schedule
+
Name Type

Backup Schedule Daily

Backup-Schedule-1 Daily

Run scheduled backup on computers named

€ > X ?

7. Add a new backup destination for this backup set. By default, Sequential is selected.
From the Backup Mode dropdown box, select either Sequential or Concurrent. In our
example, we selected Concurrent as the backup set has more than one backup
destination.

@ Add a Standard Destination or Predefined Destination set by your backup service
provider by clicking the T in the left side of the screen.
Destination

Backup Mode

Concurrent ¥

Maximum concurrent backup destinations

Unlimited ¥

+ i

Name

@  Select your desired destination, it could be one or both displayed destinations. Tick
the checkbox and click the plus sign to proceed.

Add Destination

Name
(=) AhsayCBS
¢=> Wasabi-1




NOTE

You can choose the Standard Destination which is the AhsayCBS. However, if there
are other backup destinations which are already configured by your backup service
provider, you can still add them as one of your destinations.

@ The Standard and Predefined Destinations have been successfully added.

Destination

Backup Mode

Sequential v
.
m

Name

¢=) Wasabi-1

@ AhsayCBS

@  Click izd at the bottom right corner of the screen to continue.

8. Click the checkbox if you want to restore using OpenDirect.

Add New Backup Set

OpenDirect

D Support of opening backup data directly without restoration.
When OpenDirect is enabled, to optimize restore performance both compreszsion and encryption will be disabled for this backup set.

Once OpenDirect is enabled and the sefting is saved, it cannot be disabled without re-creating the backup set.




9. Enter the Windows User Authentication information. This is needed for backup sets with
backup schedule enabled and/or network shared drive selected as a temporary folder,
backup source or backup destination. Enter the domain name and user name for
AhsayOBM to access the network location.

Add New Backup Set

Windows User Authentication

Domain Name (e.g. mycompany.com) / Host Name

domain

User name

username

Password

Click at the bottom right corner of the screen to continue.

10. A new backup set called default-backup-set-name-2 is created and can be seen in the
backup set list.

User Profile
Manage Backup Set

Backup Set
Settings + ik
Report Name Type | Version | Owner | Execute Job
Statistics defaultbackup-setname-1 (1570004483210) [ - - -

_ _ default-backup-setname-2 (1570005445654) [ - - -
Effective Policy

X ?

11. Click on the backup set and select Others, enter the path of the Temporary Directory.
For example D:\temp

General -
Temporary Directory

Source

Temporary directory for storing backup files
Backup Schedule
Dtemp

Continuous Backup
" v Remove temporary files after backup
Destination

In-File Delta .

Follow Link
Retention Policy

" Follow link of the backup files
Command Line Tool

HEmaRIe Volume Shadow Copy

Bandwidth Contral
" Enable Windows' Violume Shadow Copy for open file backup

IP Allowed for Restore

File Permissions

" Backup files” permissions

-
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L
Click at the bottom right corner of the screen to save.

12.  Go to your backup client, in this case we are using AhsayOBM, to complete the setup of
the backup set by configuring the encryption settings. Once logged in, you will be asked
to set up the encryption for the backup set, in this case default-backup-set-name-2.

Encryption
Please set up the encryption settings for backup set "default-backup-set-name-2".

Encrypt Backup Data

on |
Encryption Type
Default L%

@ By default, the Encrypt Backup Data option is enabled. The Encryption Type
selected is Default which provides the most secure protection with an encryption

key preset by the system.

Encrypt Backup Data

on |

Encryption Type

Default

User password

Custom

Default V]

Select from one of the three Encryption Type options:

www.ahsay.com

Default — an encryption key with 44 alpha numeric characters will be randomly
generated by the system

User password — the encryption key will be the same as the login password
of your AhsayOBM at the time when this backup set is created. Please be
reminded that if you change the AhsayOBM login password later, the
encryption keys of the backup sets previously created with this encryption type
will remain unchanged.
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© Custom - you can customize your encryption key, where you can set your
own algorithm, encryption key, method, and key length.

Encryption
Please set up the encryption settings for backup set "default-backup-set-name-2".

Encrypt Backup Data

on ]

Encryption Type

M

Algorithm

AES W

Encryption key

Re-enter encryption key
LTI LIX])
Method

ECE (e CBC

Key length
128-bit (@) 256-bit

Note: For best practice on managing your encryption key, refer to the
following Wiki article.

http://wiki.ahsay.com/doku.php?id=public:8015 fag:best practices for manag
ing_encryption_key

@ If you have enabled the Encryption Key feature, the following pop-up window shows,
no matter which encryption type you have selected.

You are advised to write this encryption key down on paper and keep it in
a safe place. You will need it when you need to restore your files later.
Please confirm that you have done so.

Unmask encryption key
Copy to clipboard
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The pop-up window has the following three options to choose from:

© Unmask encryption key — The encryption key is masked by default. Click this
option to show the encryption key.

You are advised to write this encryption key down on paper and keep it in
e place. You will need it when you need to restore your files later.
firm that you

rcX1MBE4brnZ086eK0p6FeabuuRRi3gDXG9g5uBxFOs=

Mask encryption key

Copy to clipboard

© Copy to clipboard — Click to copy the encryption key, then you can paste it in
another location of your choice.

© Confirm — Click to exit this pop-up window and save the encryption settings.

@ This completes the setup of the backup set and can be seen under Encryption in
AhsayCBS user web console.

General

File Permissions
Source

| Backup files' permissions
Backup Schedule

Continuous Backup OpenDirect
Destination
Support of opening backup data directly without restoration
In-File DElta
Retention Policy Compressions

Command Line Tool Select compression type

Rerminder Fastwith optimization for local R

Bandwidth Control
Encryption
|P Allowed for Restore

Backup user password 15 used as the encrypting key since "User Password” encryption type has

Others

been applied to this backup set

P

Encrypting key

Algorithrm AES
Method CBC
Key length 256
X ?
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4.2 Manage Backup Set

Click the backup set name you want to manage from the Backup Set tab. It is sub divided into

the following tabs:

O General © Source © Backup Schedule
© Continuous Backup © Destination © In-File Delta
© Retention Policy © Command Line Tool © Reminder
© Bandwidth Control © [P Allowed for Restore  © Others
General
Source
(s}
EIENEE T 1584632378695
Continuous Backup
Name
Destination backupset-1
In-File Delta
Owner
Retention Policy
Command Line Tool
Platform
Reminder Windows
Bandwidth Control
Backu 1
IP Allowed for Restore FEilIZ B:s:ml}’l?e
Others
Windows User Authentication
Diomain Mame {e.g. mycompany.com) / Host Mame
ahsayman.local
User name
Ahsay-PC-09
Password
X ?

www.ahsay.com
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4.3 Run a Backup Job

Run an Agent-based Backup using AhsayOBM / AhsayACB

Except for Cloud File Backup and Office 365 Backup which you can run an agentless backup in
AhsayCBS, all other backup modules require you to perform backup and restore using your client
backup agent (AhsayOBM or AhsayACB).

For details on creating backup job using AhsayOBM or AhsayACB, refer to the backup module’s
User Guide which can be downloaded on the User’s Guide download page.

Run an Agentless Backup using AhsayCBS User Web Console (for Cloud File and
Office 365 Backup only)

There are two types of backup set, Cloud File Backup and Office 365 Backup, which can run
agentless backup using AhsayCBS user web console. These two (2) types of backup set can be
created either on the AhsayCBS server, or the AhsayOBM or AhsayACB client and they can be both
client-driven and server-driven.

When you create a new backup set with the Type being Cloud File Backup, you have a choice of
whether to run the backup on the Server or on the Client. Please make sure that you choose
Server if you want to run the backup from the AhsayCBS server directly.

General

General
Source
D

Backup Schedule 1472020202329

Continuous Backup
i
Destination ame
cloud file-backup-set-brenda-1
In-File Delta
Retention Policy Orwener
Bandwidth Control

Others Type
Cloud File Backup

Cloud File Backup

Run an

Server Client

Backup From
Google Drive v

Refresh

Backup Destination for Run-on-Server Backup Set

For Office 365 Backup and Cloud File Backup sets created in Run-on-Server backup type, the
available backup destinations are AhsayCBS and Predefined Destinations, only one of these destinations
can be selected. For more information on the Predefined Destinations, please contact your backup
service provider.



https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay_downloads_documentation_guides

4.4 Restore a Backup (Non-Run Direct Restore)

As opposed to Run Direct Restore where you can instantly restore a VM by running it directly from
the backup files in the backup destination. Non-Run Direct restore is the traditional type of restore
where you can restore the backed-up data to the original location, or an alternate location based on
your choice.

Restore using AhsayOBM / AhsayACB (Agent-based restore)

Except for Cloud File Backup and Office 365 which you can run an agentless restore in AhsayCBS
(refer to the steps below), all other backup modules require you to perform restore using your client
backup agent (AhsayOBM or AhsayACB).

Restore using AhsayCBS User Web Console (Agentless restore)

There are two (2) types of backup sets that can be restored through the AhsayCBS User Web
Console, Cloud File Backup and Office 365 Backup, provided that the backup set was created to
Run on Server.



5. Run Direct Restore

5.1 Introduction

What is Run Direct?

Run Direct is a feature that is supported by AhsayCBS v8.1, which helps reduce disruption and
downtime of your production VMs.

Unlike normal VM restore procedure where a VM is extracted from backup files and copied to the
production storage, which can take hours to complete. Restore with Run Direct can instantly power
up a VM by running it directly from the backup files in the backup destination so that the VM can be
put into production.

How does Run Direct work?

When a Run Direct restore is performed, the backup destination is mounted as an NFS datastore
from the VMware host, where the VM is run directly from the backup files.

The backup destination can either be the AhsayCBS server or a local drive that can connect with
AhsayOBM. Initiating a Run Direct from the AhsayCBS (also known as agentless restore) will trigger
a connection directly with the VMware host (ESXi server and direction shown in orange indicator
below), while initiating the same action on the AhsayOBM requires the connection to route through
the AhsayOBM (shown in green indication below).

Run Direct Restore Guest VM1
AhsayCBS Serveris mounted as
MNFS datastore on the ESXi Server ﬁ
C,
vmare =3

Guest VM2

Run Direct Y

—_—
Restore VM by running directly from backup file “
in AhsayCBS Server

AhsayCBS ESXiServer/ Guest VM3

Backup Server vCenter Server S

® : ‘ LY

AbsayOBM -
Back up to AhsayCBS Connect to ESXi Server 1
Back up to Local Drive or vCenter Server m
AhsayOBM Remote
Backup machine
a7
530 HD

Run Direct Restore

Local Drive If your VM is backed up to the Local Drive, the
Run Direct connection is established via AhsayOBM

The restored virtual machine, at this stage (e.g. before the restore is finalized) is in a read-only state
to preserve its integrity. All changes made to the virtual disks (e.g. operation within the guest virtual
machine) are stored separately in transaction logs stored on the NFS datastore or the original
datastore, depending on the setting selected. These changes are discarded when Run Direct is
stopped, where the restored VM will be removed and all changes will be discarded, or the changes
will be consolidated with the original virtual machine data when the restore is finalized.



Finalizing a VM Recovery (Migrating VM to permanent location)

To finalize recovery of a VM, you will still need to migrate it to a permanent location on the VMware
host. The following steps are taken when you finalize a Run Direct restore:

VMware Snapshot

A VMware snapshot is created for the VM

Copying Files

Backup files from the NFS datastore are copied to the production
datastore on the VMware host.

Copying Changes

Changes made to the VM after the snapshot creation are moved to
the new location.

Data Consolidation

The VM is temporarily suspended to consolidate the changes
made after the snapshot creation.

Resume VM

After all changes are consolidated, the VM is resumed.

Dismount NFS datastore

The NFS datastore is dismounted.

NOTE

For vCenter VM backup set, provided that the vMotion feature of the vCenter set is working properly, the VM will
not be suspended during the data consolidation.




Non-Run Direct Restore

Run Direct restore gives you the convenience of quickly restoring the VM by running it directly from the
backup files in the backup destination, however, if you wish to restore the VM permanently to a location of
your choice first before accessing the backup files, you should perform a Non-Run Direct restore instead.
Refer to Restoring a Backup (Non-Run Direct Restore) for instructions.

Run Direct Requirements & Best Practices
To utilize the Run Direct feature, ensure that the following requirements are met:

© Backup Destination Requirement

When a Run Direct restore is performed, the backup destination containing the guest VM
files is mounted on the VMware host as NFS datastore.

Ensure that the following requirements are met by the backup destination of the VMware
VM backup set:

= Destination Type of the backup destination must be set to a Single storage
destination.

@ Destination must be accessible to the VMWare host.

@ Destination must have sufficient disk space available for the Run Direct restore. There
should be 1.5 x total provisioned size of all VMs selected for backup.

@ For Run Direct restore of 1 VM with provisioned size of 100GB, there should be 150GB
(e.g. 1.5 x 100GB) of free space available in the Destination.

© No compression and Encryption

Data backed up to a Run Direct enabled destination is not compressed or encrypted to
optimize restore performance as Run Direct will make the VM restored by running the data
directly from the backup files in the backup destination.

O Restore to Alternate Location

@  When performing a Run Direct restore to Alternate Location, only one VM can be
selected per restore session.

@ Consider creating separate VMware VM backup set for each VM that you intend to
perform Run Direct restore (e.g. VMs that you may restore to alternate location).
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5.2 Run Direct Restore Options

Run Direct restore gives you the convenience and flexibility of quickly restoring the VM by running it
directly from the backup files in the backup destination, however, you may still wish to migrate the
VM permanently afterward. There are 3 Run Direct Restore options you can choose from as
explained below.

© Option 1: Perform Run Direct Only

This option allows you to power up the VM instantly by running it directly from the backup
files, but it won’t be migrated to any permanent location on VMware host. Leave the Auto
migrate after Run Direct is running checkbox unchecked in step 6 under Performing a
Run Direct Restore on VM below if you wish to go for this option.

© Option 2: Perform Run Direct + Auto Migration

This option allows you to power up the VM instantly by running it directly from the backup
files. While you can now access the Run Direct restored VM, it will also be migrated
automatically to a permanent location on the original VMware host, another datastore of the
original VMware host or another VMware host. Make sure the Auto migrate after Run
Direct is running checkbox is checked in step 6 under Performing a Run Direct Restore on
VM below if you wish to go for this option.

© Option 3: Perform Run Direct + Manual Migration

This option allows you to power up the VM instantly by running it directly from the backup
files. While you can now access the Run Direct restored VM, you will have to manually
migrate the VM to a permanent location on the original VMware host, another datastore of
the original VMware host or another VMware host. Leave the Auto migrate after Run
Direct is running checkbox unchecked in step 6 under Performing a Run Direct Restore on
VM below if you wish to go for this option. When the Run Direct restore is completed, you
can initiate a Manual Migration any time. Refer to step 8 below for relevant instructions.

NOTE
If perform Run Direct only without migration, any changes made to the VM during the Run Direct power up
process will be lost when the VM is powered down.
If perform Run Direct with auto or manual migration, any changes made to the VM during the Run Direct
power up process will be consolidated with the original virtual machine data once the migration has been
completed successfully.




5.3 Performing a Run Direct Restore on VM

AhsayCBS v8.5.0.118 or above now supports backup and restore of VMware VMs stored on vSAN
datastore. With this development, there are now several scenarios for restoring VMs using Run
Direct.

The restoration steps for the four scenarios will be discussed below:

© Restore backup from VMFES datastore to VMFS datastore

© Restore backup from VMFS datastore to vSAN datastore

© Restore backup from vSAN datastore to vVSAN datastore

© Restore backup from vSAN datastore to VMFES datastore

5.3.1 Restore a backup from VMFS datastore to VMFS datastore

1. Login to AhsayCBS user web console according to the instruction provided in section
Logging on to AhsayCBS User Web Console.

NOTE
Before you can start Run Direct, you must have a VMware backup set created in the
AhsayOBM client. Please refer to the Ahsay Online Backup Manager v8 VMware
vCenter/ESXi Backup & Restore Guide for information on how to create the backup set.
In addition, you must also run a successful backup on the VMware backup set before you
can perform restore from Run Direct.

2. Click the VM Run Direct icon from your AhsayCBS environment.

VM

N

Run Direct

3. Click ¥ from the Run Direct page to start a new Run Direct session.

Run Direct
+ =
Running Backup Set Host Name Progress Start time Message Status Migrate

4. Select the Backup Set from the dropdown box of VMware backup set you have created.
In our example, the backup set is called VMFS Run Direct Backup Set. Click kd to


https://download.ahsay.com/support/document/v8/guide_obm_user_vmware_v8.pdf
https://download.ahsay.com/support/document/v8/guide_obm_user_vmware_v8.pdf

continue.

Start Run Direct

Backup Set
YWMFS Run Direct Backup Set | v

5. Select the backup job to restore from the Restore file of job dropdown box. In our
example, there are two virtual machines. Check the box next to the one on which we will
perform a restore, Lubuntul2x.

Start Run Direct

Restore file of job | 2021-03-24-14-29-13
= vCenter05-v65
— Datacenter
— Hosts and Clusters
= 10.16.8.42
+ Lubuntu12x

New Virtual Machine 2

6. Select the location to restore your virtual machine. They are found under Restore
virtual machine to on the Start Run Direct page.

@ Select Original Location to restore the VM to its original EXSi host and datastore.

Start Run Direct

Restore vittual machines to
® Original Location

Alternate Locatian

@

Select Alternate Location to restore the VM to a different VMware host and a
different datastore. Alternatively, you can also restore to the same VMware host
but to a different datastore.

NOTE

If you select Alternate Location, you will see an additional option Overwrite existing
files.
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Start Run Direct

Restore vitual machines o
Qriginal Location

® Alternate Location

Configure the following options according to your restore requirements.

Start Run Direct

Restore virtual machines to
Original Location

® Alternate Location

Auto migrate after Run Directis running
" Alto poweer on after Bun Direct is running
W Lse existing storage as Y warking directory to improve performance

" Overwrite existing files

@ Auto migrate after Run Direct is running

Select this option if you want to auto migrate the virtual machine to a permanent
location on the original VMware host, another VMware host, or same VMware host
but another datastore, depending on whether you have chosen Original Location
or Alternate Location to restore your VM.

@ Auto power on after Run Direct is running

Select this option to power up the virtual machine automatically, after Run Direct is
running for the VM.

@ Use existing storage as VM working directory to improve performance
Select this option to enhance performance of the restored VM.
@ Qverwrite existing files (Alternate Location only)

Select this option to overwrite existing files when restoring to a different VMware
host or a different datastore.

Click izd to proceed when you are done with the settings.

This step only applies if you selected Alternate Location, you need to enter the
VMware host and access information of where you would like the VM to be restored to.
Otherwise skip to Step 9.
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For restoration to another VMware ESXi host, select VMware vCenter 5.5/6/6.5/6.7
/ 7 as Version, then enter the Username, Password, Host, and Port of the new host.

Start Run Direct

VMware Host

Version
VMware vCenter55/6/6.5/6.7/7.0

Username

'administrator

Password

Host
10.120.8.40

Port
|443

8. Specify the Name, Inventory Location, Host/Cluster, Resource Pool, and Storage
for the alternate location.

Start Run Direct

MName
Mew Virtual Machine 1

Inventory Location

Datacenter Browse
Host/ Cluster
10.16.8.42 Browse

Resource Pool
10.16.8.42 Browse

Storage
Datastore-SHROT (1)

Click u to start the restore.

9. The Run Direct page appears, showing the status message of the Run Direct restore

job.
Run Direct
+m
Running | Backup Set | Host Name Progress Starttime | Message Status | Migrate
VMFS Run
DatacenterMNow - 2021-03-24  Acding virtual machine “New Virtual
No Direct 10.120.8.40
Virtual Machine 1 50% 16.0252 Machine 1710 the inventory
Backup Set

-
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If your Run Direct is successful, you get a message similar to the following, with Status
showing OK and Progress showing 100%.

Run Direct
+ =
Running  Backup Set | Host Name Progress Starttime  Message Status = Migrate
VIFS Run
DatacenterMNew RN  0021.03-24
Yes Direct 10.1208.40 oK Migrate
Virtual Machine 1 100% 16:02.52
Backup Set

Restore log messages on AhsayCBS

Click on the item on the Run Direct page.

Timestamp | Type | Message

2021-03-2404:0339 info  Prepanng for Run Direct

2021-03-24 04:0340 info  Use target storage as VM working directory Reason = "Delta disk format of vitual disks is not supported by datastore.”
2021-03-2404.0345 info  Mount datastore "¢cds-RunDirect (192.168.7. 101:cdbsRunDirect)”

2021-03-24 040351  nfo  Adding virtual machine "New Virtual Machine 1° o the inventory

202103-2404:.0431 info  Talng snapshot "__snapshot_for_publish__" of vitual machine “New Virtual Machine 1°

2021-03-2404:0429 Info  Powering on virtual machine "New Virtual Machine 1°

2021-03-2404:05:18 info  Please do not Edit Remove or Revert any existing snapshot before migration is completed.

2021-03-24 04.05:18  info Restore Compieted Successfully

Restore log messages on the VMware vSphere Client

Open your VMware vSphere Client and you will see the following messages from the
Recent Tasks section.

«

Recent Tasks

Task Name v Target v Sistis v initiator v Queued For v Start Time v Completion T v Sevver
0V2472021
v Complated VSPHERE LOC 24 ms
40343 PM

[h Datacenter v Completed VSPHERE LOC 28 ms 0ter0Sv6S
machine
Reload virtua! . 0372472021

0 New Vinu v Completed VSPHERE LOC Nms <
machine 4:0410

ol
oy 03/24°2021, 03/24/202
(9 New Vintu v" Completed VSPHERE LOC 10 ms vConter0S.v65
4:04:20 PM 40434 PM

shnapshot
Power On virtual : 032472021,

& New Vinu v Comploted VSPHERE LOC 23ms vCentor0S.v6S
machine 4:04:38 PM

10. If you did not enable the Auto Migrate after Run Direct is running option in step 6, but
still wish to migrate VM to a permanent location of your choice, click on the Migrate
button as shown.

Migrate
Migrate
Run Direct
Running ' Backup Set | Host Name Progress | start time Message Status | Migrate
VMFS Run Migrati atastore-SHRO1 (1)
Datacentechiow  — 20210324 |00 O '
No Direct 10.120.8.40 New Virtual Machine 1/Lubuntu12x-
Virtual Machine 1 89% 16.0252
Backup Set 000002-sesparse vmak

www.ahsay.com 91




www.ahsay.com

If your migration is successful, you get a message similar to the following.

Run Direct
+ =

L] wo

Direct

]| Runaing | Backup et
VMFS Run

Backup Set

(Host | Name | Progress. | Starttime | Message
DatacenterMNew  IEEEE—_—_—_— 0021-03-24
10120840 OK
Virtual Machine 1 100% 16:0252

smn{llonu

Restore log messages on AhsayCBS

Click on the restore item on the Run Direct page to see the restore log messages.

Timestamp | Type | Message

2021-03-24 04:09.47 nfo Start manual migration

2021-03-2404.09.49 Info  Loading information

2021-03-24 04:10:24 info  Taking snapshot *__snapshot_for_migrate__" of virtual machine "New Virtual Machine 1°
2021-03-24 04:10:42 info Migrating . [Datastore-SHRO1 (1)} New Virtual Machine 1/Lubuntu12¢-000001-sesparse vmak
2021-03-24 04:11:01 Info Migrating . [Datastore-SHRO1 (1)} New Virtual Machine 1Lubuntu12:-000001 vmak
2021-03-24 04:11.07 Migrating [Datastore-SHRO1 (1)] New Virtual Machine 1Lubuntu12a-Natvmak

2021-03-24 042858 info Migrating. [Datastore-SHRO1 (1)} New Virtual Machine 1/Lubuntu12xvmdk

2021-03-24 04:20.05 info Suspending wiual machine "New Virtual Machine 1%

2021-03-24 04:29:22 info Leading information

2021-03-24 042944 nfo Removing virtual machine "New Virtual Machine 17 from the inventory.

2021-03-2404:29.45 nfo Migrating [Datastore-SHRO1 (1)) New Virtual Machine 1Lubuntu12xmram

2021-03-24 042951 info Migrating _[Datastore-SHRO1 (1) New Virtual Machine 1/Lubuntu12cvmsd

2021-03-24 04:2057 info Migrating _[Datastore-SHRO1 (1)} New Virtual Machine 1/Lubuntui2ovmx

2021-03-24 04:30:01 nfo Migrating _ [Datastore-SHRO1 (1)j New Virtual Machine 1/Lubuntu12cvmad

2021-03-24 04:30:02 info Migrating . [Datastore-SHRO1 (1)) New Virtual Machine 1Lubuntu 12x-79064c22 vms
2021-03-24 04:30:31 info Migrating.. [Datastore-SHRO1 (1)] New Virtual Machine 1Lubuntu12x-000002-sesparse vmak
2021-03-24 04:30:37 info Migrating. . [Datastore-SHRO1 (1)] New Virtual Machine 18L.ubuntu12x-000002 vmak
2021-03-24 04:30:41 info Migrating.. [Datastore-SHRO1 (1)] New Virtual Machine 1Lubuntu12x-Snapshottvmsn
2021-03-24 04:30.42 info Migrating.. [Datastore-SHRO1 (1)] New Virtual Machine 1Luduntu12x-Snapshot2 vmsn
2021-03-24 04:30:48 info Adding virtual machine "New Virtual Machine 17 to the inventory...

2021-03-24 043116 info Poweding on virtual machine "New Virtual Maching 17

2021-03-24 043123 info.  Removing snapshot *__snapshot_for_migrate__" from vitual machine "New Virtual Machine 1"
2021-03-24 04:32.33 info Removing snapshot *__snapshot_for_p " from virtual machine "New Virtual Machine 1°...
2021-03-24 04:3254 info  Unmount datastore “cbs-RunDirect”...

2021-03-24 043257 info  Restore Completed Successhully
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Restore log messages on the VMware vSphere Client

Open your VMware vSphere Client and you will see the following messages from the

Recent Tasks section.

Recent Tasks

Task Name o
Create victual
machine

snapshot

Copy tite

Suspend virtual
maching
Unregister

virtual machine

Copy file

Register virtual
machine

Power On virtual
machine
Remove

snapshot

Oelete file

Remove

datastone

Alprms

Target

31 New Virtu

) Datastore

:“‘,’.’ New Virtu

& New Virtu

|5 Datastore

[h Dascemer

31 New Vit

& New Virtu

J Oatastore

B ctsRunDe

v Completed

v/ Compieted

v/ Completed

v Completed

v’ Completed

v Completed

v’ Completed

Vv’ Completed

v’ Completed

v Completed

Initiator

VSPHERE LOC

VSPHERE.LOC

VSPHERELOC

VSPHERELOC

VSPHERE LOC

VSPHERE.LOC

VSPHERELOC

VSPHERELCC

VSPHERE.LOC

VSPHERE LOC

1S ms

HWms

Nms

26ms

27 ms

B ms

13ms

32 ms

8ms

Start Time

0372472021
473022 PM

037247201,

4105 PM

0324720,

42903 M

032472021,

42943 PM

032472021,

42943 PM

032472021,

430:47 PV
0372472021,
43115 PV

0372472021
4323260

037247202,

43245 PM

0372472021,

43252 PM

Completion T

0372472021
42038 PM

03224021,
42853 PM
03/24/2021,
4:29:9% PM
032472021,
42942 P
032472021,
42945 PM
03/2472021,
43051PM
0372472021,
43120 PM
0372472021,
43238 PM
03247202,
432:47 PV
0372472021
43253 P

«

Server ~r

vCenter05-v6S

vCenter05.465

vCenter05-v65

vCenter0S-vES

vCenter05v65

vCemer05SvES

vCenedSveS

vCeater05-v65

vConmer05-v65

vCemer0SvES

11. Click X to exit when finished.
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5.3.2 Restore a backup from VMFS datastore to vVSAN datastore

1. Login to AhsayCBS user web console according to the instruction provided in section
Logqging on to AhsayCBS User Web Console.

NOTE
Before you can start Run Direct, you must have a VMware backup set created in the
AhsayOBM client. Please refer to the Ahsay Online Backup Manager v8 VMware
vCenter/ESXi Backup & Restore Guide for information on how to create the backup set.
In addition, you must also run a successful backup on the VMware backup set before you
can perform restore from Run Direct.

2. Click the VM Run Direct icon from your AhsayCBS environment.

Run Direct

3. Click ¥ from the Run Direct page to start a new Run Direct session.

Run Direct
+ =
Running Backup Set Host Name Progress Start time Message Status Migrate

4. Select the Backup Set from the dropdown box of VMware backup set you have created.

In our example, the backup set is called VMFS Run Direct Backup Set. Click i to
continue.

Start Run Direct

Backup Set
YWMFS Run Direct Backup Set |

5. Select the backup job to restore from the Restore file of job dropdown box. In our
example, there are two virtual machines. Check the box next to the one on which we will

94
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perform a restore, New Virtual Machine 2.

Start Run Direct

Restore file of job | 2021-03-24-14-29-13
= vCenter05-v65
— Datacenter
= Hosts and Clusters
= 10.16.8.42
Lubuntu12x

+ New Virtual Machine 2

6. Select the location to restore your virtual machine. They are found under Restore
virtual machine to on the Start Run Direct page.

Select Alternate Location to restore the VM to a different VMware host and a different
datastore. Alternatively, you can also restore to the same VMware host but to a different

datastore.
NOTE
If you select Alternate Location, you will see an additional option Overwrite existing
files.

Start Run Direct

Restare vitual machines to
Criginal Location

' plternate Location

Auto migrate after Run Direct is running
W Auto power on after Bun Direct is running
o Llge existing storage as WM woarking directary to improve performance

W Owenwtite existing files

Configure the following options according to your restore requirements:

@ Auto migrate after Run Direct is running

Select this option if you want to auto migrate the virtual machine to a permanent
location on the original VMware host, another VMware host, or same VMware host
but another datastore, depending on whether you have chosen Original Location
or Alternate Location to restore your VM

@ Auto power on after Run Direct is running

Select this option to power up the virtual machine automatically, after Run Direct is
running for the VM.
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@ Use existing storage as VM working directory to improve performance
Select this option to enhance performance of the restored VM.
@ Overwrite existing files (Alternate Location only)

Select this option to overwrite existing files when restoring to a different VMware
host or a different datastore.

Click 4 to proceed when you are done with the settings.

Enter the VMware host and access information of where you would like the VM to be
restored to. Select VMware vCenter 5.5/6/6.5/6.7 /7 as Version, then enter the
Username, Password, Host, and Port of the new host.

Start Run Direct

VMware Host

Version
VMware vCenter5.5/6/6.5/6.7/7.0

Username

administrator

Password

Host
10.120.8.40

Port
443

Enter a new Name for the VM, then Browse to modify the Host/Cluster and Storage
settings to select the datastore.

Start Run Direct

MName

Mew v3AN Virtual Machine 1

Inventory Location

Datacenter Browse

Host/ Cluster

WSAN Browse

Resource Pool

WSAN Browse

Storage

vsanDatastore Browse

Select the Host / Cluster and Storage.

) 10.16.8.42

® ysaN




O datastore1 (2)
O gatastore1 (3)
C datastore1 (4)
O datastore3

® ysanDatastore

NOTE

It is important to select the vSAN Host/Cluster as well as the vSAN datastore for the
storage.

Click u to start the restore.

9. The Run Direct page appears, showing the status message of the Run Direct restore

job.
Run Direct
| Running ' Backup Set | Host Name Progress | Starttime | Message Status = Migrate

VMFS Run DatacenterNew

2021-03-25 Mount datastore “cbs-RunDirect
No Direct Backup 10.120.8.40 vSAN Virtual

121734 (192.168.7.101:cdsRunDirect)”

Set Machine 1

If your Run Direct is successful, you get a message similar to the following, with Status
showing OK and Progress showing 100%.

Run Direct

Running | Backup Set | Host Name Progress Start time | Message = Status | Migrate
VMFS Run Ditect Datacenter™New vSAN S 2021-03-25

Yes 10120840 oK Migrate
Backup Set Virtual Maching 1 100% 121734

Restore log messages on AhsayCBS

Click on the item on the Run Direct page.

Timestamp | Type | Message

2021-03-2512:1820 ‘ info Preparing for Run Direct

2021-03-25 121824 info Mount datastore "cds-RunDirect (192.168.7.101:cbsRunDirect)”
2021-03-2512:18:28 info Adding virtual machine "New vSAN Virtual Machine 17 to the inventory.

2021-03-2512.18.58 info Taking snapshot *__snapshot_for_publish__" of virtual machine "New vSAN Virtual Machine 1
2021-03-25 121906 info Powering on virtual machine "New vSAN Virtual Machine 17
2021-03-25 1219:17 info Please ¢o not Edit, Remove of Revert any existing snapshot before migration is completed

2021-03-25 121917 info Restore Completed Successfully
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Restore log messages on the VMware vSphere Client

Open your VMware vSphere Client and you will see the following messages from the
Recent Tasks section.

Task Name Target Status Initiator e Queu. Start Time ¢ Completion Time
Create NAS dat B 101684 v/ Completed VSPHERE LOCAL 19 ms 0372572021, 124
Register virtual machine Bo v Completed VSPHERE LOCAL' 8ms 03/25/2021, 1211
Retoad virtual machine D New vSA v Completed VSPHERE LOCAL 10« 0372572021, 124
Create virtual machine & N S v/ Completed VSPHERE LOCAL 15 ms 0372572021, 121
Power On virtual mach 5'] New vSA v' Completed VSPHERE LOCAL 037252021, 121

10. If you did not enable the Auto Migrate after Run Direct is running option in step 6, but
still wish to migrate VM to a permanent location of your choice, click on the Migrate
button as shown.

Migrate

Migrate

Run Direct
+ =

Running | Backup Set | Host Name Progress Starttime | Message Status | Migrate
VMFS Run DatacenterMNew Migrating . Relocate
— 2021-03-25
No DirectBackup 10.120.8.40 vSAN Virtual virtual machine "New
33% 121734
Set Machine 1 VSAN Virtual Machine 1°

If your migration is successful, you get a message similar to the following.

Run Direct

+u
Running | Backup Set Host Name Progress Start time Message | Status = Migrate
VNFS Run Direct DatacenterMew vSAN T 2021-03-25
10.120.8.40 OK
Backup Set Virtual Machine 1 100% 121734

Restore log messages on AhsayCBS

Click on the restore item on the Run Direct page to see the restore log messages.

Timestamp Type

2021-03-25 12:27:40 info

Message
A Start auto migration
2021-03-25 12:27:40 Info Migrating.. Relocate virtual machine "New vSAN Virtual Machine 1°
2021-03-25 12.46:24 info  Removing snapshot*__snapshol_for_publish__" from virtual machine "New vSAN Virtual Machine 1°
2021-03-25 12.46:47 info  Unmount datastore “cbs-RunDirect”

2021-03-25 12:46:50 Info  Restore Completed Successiully
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Restore log messages on the VMware vSphere Client

Open your VMware vSphere Client and you will see the following messages from the
Recent Tasks section.

Tosk Name

Create NAS datastore
Register virtual machine
Reload virtual machine
Create virtual machine
Power On virtual machi
Relocate virtual machine
Remove snapshot

Remove datastore

Target

[ w6847
N Datacent
@ New vSA
& New vSA
& New vSA
3 new vSA
& New vSA

D cbs-Run

Status.

v
v
v
v
v
v
v
v

Completed
Completed
Completed
Completed
Completed
Completed
Completed

Completed

Initiator

VSPHERE LOCAL\
VSPHERELOCAL\
VSPHERE LOCAL)
VSPHERE LOCAL\
VSPHERE LOCAL\
VSPHERE LOCAL)\
VSPHERE LOCAL\

VSPHERE.LOCAL!

Quou...

19 ms
7ms

10 ms
15ms
4ms

28ms
10O ms

20ms

Start Time T
03725722021, 121
03/25/2024, 1211
0372572021, 121
03/25/2021, 121
03/25/2021, 121
0372572021, 12
0372572021, 12

0372572021, 12

Completion Time V.
03725/2021, 12:18:23
0372572021, 121832
03725/2021, 1218:37
03/2572021, 121901
03/25/2021, 12191 P1
03/25/2021,12:45:58
03/25/2021.12:46:42

03/25/2021,12:46:46 -

11. Click X to exit when finished.
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5.3.3 Restore a backup from vSAN datastore to vSAN datastore

1. Login to AhsayCBS user web console according to the instruction provided in section
Logqging on to AhsayCBS User Web Console.

NOTE
Before you can start Run Direct, you must have a VMware backup set created in the
AhsayOBM client. Please refer to the Ahsay Online Backup Manager v8 VMware
vCenter/ESXi Backup & Restore Guide for information on how to create the backup set.
In addition, you must also run a successful backup on the VMware backup set before you
can perform restore from Run Direct.

2. Click the VM Run Direct icon from your AhsayCBS environment.

Run Direct

3. Click ¥ from the Run Direct page to start a new Run Direct session.

Run Direct
+ =
Running Backup Set Host Name Progress Start time Message Status Migrate

4. Select the Backup Set from the dropdown box of VMware backup set you have created.

In our example, the backup set is called vSAN Backup Set. Click to continue.

Start Run Direct

Backup Set
v3AMN Backup Set W
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Select the backup job to restore from the Restore file of job dropdown box. In our
example, the virtual machine is named Ubuntu 12.04 LTS. Check the box next to it.

Start Run Direct

Restore file of job | 2021-03-09-16-53-59
= vCenter05-v65
— Datacenter
= Hosts and Clusters
= VSAN
+ Ubuntu 12.04 LTS

Select the location to restore your virtual machine. They are found under Restore
virtual machine to on the Start Run Direct page.

Select to restore the VM to its Original Location.

Start Run Direct

Restore vitual machines to
' Original Location

Alternate Location

Configure the following options according to your restore requirements.

Start Run Direct

Restore vitual machines to
* Original Location

Alternate Location

Alto migrate after Run Directis running
W Auto power an after Run Direct is running

" Use existing storage as Wil working directory to improve performance

@ Auto migrate after Run Direct is running

Select this option if you want to auto migrate the virtual machine to a permanent
location on the original VMware host, another VMware host, or same VMware host
but another datastore, depending on whether you have chosen Original Location
or Alternate Location to restore your VM.

@ Auto power on after Run Direct is running

Select this option to power up the virtual machine automatically, after Run Direct is
running for the VM.



@ Use existing storage as VM working directory to improve performance

Select this option to enhance performance of the restored VM.
Click to start the restore.

The Run Direct page appears, showing the status message of the Run Direct restore
job.

Run Direct
+n
Running | Backup Set = Host Name Progress Starttime | Message Status = Migrate
Datacenter/New
VvSAN 2021-03-25 Mount datastore “cbs-RunDirect
No 10.120.8.40 VvSAN Virtual
Backup Set 13:27.05 (192.168.7.101:cbsRunDired)"
Machine 2

If your Run Direct is successful, you get a message similar to the following, with Status
showing OK and Progress showing 100%.

Run Direct
+ =

Running ' Backup Set Host Name Progress Start time Message | Status = Migrate
DatacenterNew vSAN N 2021-03-25

Yes VSAN Backup Set 10120840 OK Migrate
Virtual Machine 2 100% 13:27.05

Restore log messages on AhsayCBS

Click on the item on the Run Direct page.

Timestamp Type | Message

2021-03-2501:27:55 7 info Preparing for Run Direct

2021-03-2501:27.58 info Mount datastore “cbs-RunDirect (192.168.7.101:cbsRunDirect)”

2021-03-2501:28.03 info Adding virtual machine "New v8AN Virtual Machine 2° to the inventory.

2021-03-2501:28.41 info Taking snapshot™__snapshot_for_publish__" of itual machine "New vSAN Virtual Machine 2°
2021-03-2501:28:49 info Please do not Eait, Remove or Revert any existing snapshot before migration is completed
2021-03-2501:28.49 info Restore Completed Successtully

Restore log messages on the VMware vSphere Client

Open your VMware vSphere Client and you will see the following messages from the
Recent Tasks section.

Tosk Name Target v Sinus Initiator Gueu. V. Stort Time 1 Completion Time v
Create NAS datastore VSPHERE LOCAL Om 2

Register virtual machine VSPHERE LOCAL 282 03

Reload virtual ma ! VSPHERE LOCAL 1Sms 0372572021, 12 03252021, 1:28:15 P\

C virtual ma VSPHERELOCAL I9ms 037252021, 12 03/25/2021, 12845 P.I

9. If you did not enable the Auto Migrate after Run Direct is running option in step 6, but
still wish to migrate VM to a permanent location of your choice, click on the Migrate
button as shown.

Migrate

Migrate
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Run Direct

| Running | Backup Set | Host Name | Progress | starttime | Message | Status ' Migrate
DatacenterNew Migrating.. Relocate
VSAN Backup — 2021-03-25
No 10120840 VSAN Vinual wirtual machine "New
Set 35% 1327.05
Machine 2 VSAN Virtual Machine 2°

If your migration is successful, you get a message similar to the following.

Run Direct

Running = Backup Set | Host Name Progress Start time Message | Status | Migrate
DatacenterMew vSAN I 2021-023-25

No VSAN Backup Set 10120840 OK
Virtual Machine 2 100% 132705

Restore log messages on AhsayCBS

Click on the restore item on the Run Direct page to see the restore log messages.

Timestamp \ Type | Message
2021-03-2501.31:43 info  Start auto migration

2021-03-2501:31:43 info  Migrating.. Relocate virtual machine "New vSAN Virtual Machine 2°

2021-03-25 01:49:07 info  Remowving snapshot *__snapshot_for_publish__" from virtual machine "New v8AN Virtual Machine 2"
2021-03-2501:49:20 info  Unmount datastore “cbs-RunDirect”

2021-03-2501:49:23 info  Restore Completed Successfully

Restore log messages on the VMware vSphere Client

Open your VMware vSphere Client and you will see the following messages from the
Recent Tasks section.

Tosk Name v Target V. Status . Initiator > Queu.. Vv Start Time 1 s Completion Time v
Create NAS datastore B w0\sa47 v Completed VSPHERE LOCAL 9ms 03/2572021, 1:2 0372572021, 127,57 PN
Register virtual machine [R Datacem v Completed VSPHERE LOCAL 282 ms 03/252021, 1:2 0372572021, 1:28:08 P.
Reload virtual machine & New vSA v Completed VSPMERE LOCAL 14 ms 03/2572021, 1:2 03/25/2021, 12815 PN
Create virtual machine ‘)-,] New vSA v Completed VSPHERE LOCAL 9ms 037252021, 1:2 03/252021, 112845 P.
Relocate virtual machine & New vSA v Completed VSPMERE LOCAL 8ms 03/25/2021, 131 03/25/2021, 1:48:41 PM
Remove snapshot (3 New vSA v/ Compieted VSPHERE.LOCAL 9 ms 03/25/2021, 14 03/25/2021, £49:12 PM
Remove datastore | cbs-Run V' Completed VSPHERE LOCAL 28 ms 03/25/2021, 1:4 03/25/2021, 14919 PV,

10. Click X to exit when finished.



5.3.4 Restore a backup from vSAN datastore to VMFS datastore

1. Login to AhsayCBS user web console according to the instruction provided in section
Logqging on to AhsayCBS User Web Console.

NOTE
Before you can start Run Direct, you must have a VMware backup set created in the
AhsayOBM client. Please refer to the Ahsay Online Backup Manager v8 VMware
vCenter/ESXi Backup & Restore Guide for information on how to create the backup set.
In addition, you must also run a successful backup on the VMware backup set before you
can perform restore from Run Direct.

2. Click the VM Run Direct icon from your AhsayCBS environment.

Run Direct

3. Click ¥ from the Run Direct page to start a new Run Direct session.

Run Direct
+ =
Running Backup Set Host Name Progress Start time Message Status Migrate

4. Select the Backup Set from the dropdown box of VMware backup set you have created.

In our example, the backup set is called vSAN Backup Set. Click to continue.

Start Run Direct

Backup Set
v3AMN Backup Set W
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5. Select the backup job to restore from the Restore file of job dropdown box. In our
example, the virtual machine is named Ubuntu 12.04 LTS. Check the box next to it.

Start Run Direct

Restore file of job | 2021-03-09-16-53-59
= vCenter05-v65
— Datacenter
= Hosts and Clusters
= VSAN
+ Ubuntu 12.04 LTS

6. Select the location to restore your virtual machine. They are found under Restore
virtual machine to on the Start Run Direct page.

Select Alternate Location to restore the VM to a different VMware host and a different
datastore. Alternatively, you can also restore to the same VMware host but to a different

datastore.
NOTE
If you select Alternate Location, you will see an additional option Overwrite existing
files.

Start Run Direct

Restare vitual machines to
Qriginal Location

® Alternate Location

Auto migrate after Run Direct is running
" Auto poweer on after Run Direct is running
W Lse existing storage as WM waoarking directory to improve performance

W Crienirite existing files

Configure the following options according to your restore requirements:

@ Auto migrate after Run Direct is running

Select this option if you want to auto migrate the virtual machine to a permanent
location on the original VMware host, another VMware host, or same VMware host
but another datastore, depending on whether you have chosen Original Location
or Alternate Location to restore your VM

@ Auto power on after Run Direct is running

Select this option to power up the virtual machine automatically, after Run Direct is
running for the VM.



@ Use existing storage as VM working directory to improve performance
Select this option to enhance performance of the restored VM.

@ Overwrite existing files (Alternate Location only)

Select this option to overwrite existing files when restoring to a different VMware
host or a different datastore.

Click 4 to proceed when you are done with the settings.

7. Enter the VMware host and access information of where you would like the VM to be
restored to. Select VMware vCenter 5.5/6/6.5/6.7 /7 as Version, then enter the
Username, Password, Host, and Port of the new host.

Start Run Direct

VMware Host

Version
VMware vCenter5.5/6/6.5/6.7/7.0

Username

administrator

Password

Host
10.120.8.40

Port
443

8. Enter a new Name for the VM, then Browse to modify the Host/Cluster and Storage
settings to select the datastore.

Start Run Direct

MName

Mew Virtual Machine 4

Inventory Location

Datacenter Browse
Host/ Cluster

10.16.8.42 Browse
Resource Pool

10.16.8.42 Browse
Storage

Datastore-SHRO2 (1) Browse




9.
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Select the Host / Cluster and Storage.

® 10.16.8.42

O vsan

© patastore-SHRO1 (1)
® patastore-SHRO2 (1)

© datastore1

Click u to start the restore.

The Run Direct page appears, showing the status message of the Run Direct restore
job.

Run Direct

‘ Running = Backup Set = Host Name Proqmss‘ Starttime = Message | status Migrate
DatacenterNew
VSAN 2021-03-25 Mount datastore “cbs-RunDirect
No 10.120.8.40 Virtual Machine
Backup Set % 114234 (192.168.7.101:cosRunDirect)”

If your Run Direct is successful, you get a message similar to the following, with Status
showing OK and Progress showing 100%.

Run Direct

‘ Running : Backup Set Host Name Progress Start time Message = Status | Migrate
VSAN Backup DatacenterMNew Virtual —_— 2021-03-25
Yes 10.1208.40 OK Migrate
Set Machine 4 100% 114234
Restore log messages on AhsayCBS
Click on the item on the Run Direct page.
Timestamp | Type | Message
2021-03-25 11:43:21 info Preparing for Run Direct
2021-03-25 11:43:25 info Mount datastore "cbs-RunDirect (192 168.7.101:cdbsRunDirect)”
2021-03-25 11:43:30 info Agding virtual machine "New Virtual Machine 4™ 1o the inventory.
2021-03-25 11:44.08 info Taking snapshot *_snapshol_for_pubdlish__" of vitual machine "New Virtual Machine 4°
2021-03-25 11:44:22 info Powering on virtual machine “New Virtual Machine 4"
2021-03-25 11:44:39 Info Please do not Edit, Remove or Revert any existing snapshot before migration is completed.
2021-03-25 114439 info Restore Completed Successhully
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Restore log messages on the VMware vSphere Client

Open your VMware vSphere Client and you will see the following messages from the
Recent Tasks section.

Task Name v Target v Status v Initistor v Queu v Stort Time 7 v Compiletion Time

Creste NAS datastore B wisaa2 v Completed VSPHERE LOCAL 33 ms 03/25/2021, 11:4 03/25/2021, 114325 A
Register virtual machine [h Datacent v’ Completed VSPHERE LOCAL 7ms 03725722021, 114 03/25/2021, 114338 A
Reload virtual machine 3 New Vint VSPHERE LOCAL 7ms 03/2572021, N4 03/25/2021, 114348 A
Create virtual machine 5'] Ne VSPHERE LOCAL 29 ms 0372572021 4 03/25/2021, 104413 Al
Power On virtual machi zl‘: New Vin v C VSPHERE LOCAL 28 ms 037252021 N4 03252021, 114434 A 3

10. If you did not enable the Auto Migrate after Run Direct is running option in step 6, but
still wish to migrate VM to a permanent location of your choice, click on the Migrate
button as shown.

Migrate

Migrate

Run Direct

+ =
| Running | Backup Set  Host Name Progress Start time Message Status | Migrate
Migrating. Relocate virtual
vSAN DatacenterMew - 2021-03-25 ol
No 10.120.8.40 machine "New Virtual
Backup Set Virtual Machine 4 36% 114234

Machine 4°

If your migration is successful, you get a message similar to the following.
Run Direct

+m
Running = Backup Set Host Name Progress Start time Message Status  Migrate
VSAN Backup DatacenterMNew Vinual R 2021-03-25
No 10.1208.40 OK
Set Machine 4 100% 114234

Restore log messages on AhsayCBS

Click on the restore item on the Run Direct page to see the restore log messages.

Timestamp Type | Message

2021-03-25 11:47:43 info Start auto migration

2021-03-25 11:47.43 Info Migrating . Relocate virtual machine "New Virtual Machine 4°

2021-03-2512.01;18 info Removing snapshot"__snapshot_for_publish__" from virtual machine "New Virtual Machine 4°
2021-03-25 120126 info  Unmount ¢atastore "cbs-RunDirect”

2021-03-25 12.01:32 info  Restore Completed Successfully
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Restore log messages on the VMware vSphere Client

Open your VMware vSphere Client and you will see the following messages from the

Recent Tasks section.

Tosk Name v Target

Create virtual machine Eﬁ New Vit
Power On virtual machi B New i
Relocate virtual machine & New Vit
Remove snapshot E New Vit
Remove datastore ) cbs-Run

v

Status

v/ Completed
v' Completed
v Completed
v’ Completed

v Completed

Initiator

VSPHERE LOCAL

VSPHERELOCAL

VSPHERE LOCAL

VSPHERE LOCAL)

VSPHERELOCAL

29ms

27 ms

34 ms

25ms

7ms

~

Start Time 1
03/25/2021, 114
03/25/2021, 114
03/25/2021, N4
03/25/2021, 12

0372572021, 12

Completion Time

03/25/2021, 1:44:13 Al
037252021, NA434 A
03/25/2021,12:00:49 §

037252021, 120120 A

03/25/2021, 12:0125 Fg|

11. Click X to exit when finished.
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6. Contacting Ahsay

6.1 Technical Assistance

To contact Ahsay support representatives for technical assistance, visit the Partner Portal:
https://www.ahsay.com/partners/

Also use the Ahsay Wikipedia for resource such as Hardware Compatibility List, Software
Compatibility List, and other product information:
https://wiki.ahsay.com/

6.2 Documentation

Documentations for all Ahsay products are available at:
https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay downloads document

ation_quides

You can send us suggestions for improvements or report on issues in the documentation, by
contacting us at:
https://www.ahsay.com/jsp/en/contact/kbQuestion.jsp

Please specify the specific document title as well as the change required/suggestion when
contacting us.


https://www.ahsay.com/partners/
https://wiki.ahsay.com/
https://www.ahsay.com/jsp/en/home/index.jsp?pageContentKey=ahsay_downloads_documentation_guides
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Appendix

Appendix A Set Backup Destination on AhsayOBM for Backup
Sets Created on AhsayCBS User Web Console

You need to read the instructions below only if you:

» Have created a backup set on AhsayCBS User Web Console; AND

» Selected the backup set to Run on Client (if you are running Office 365 Backup and Cloud
File Backup Set); AND

» Have not selected any Predefined Destination in the backup creation process on the
AhsayCBS User Web Console
-OR-
Have selected a Predefined Destination in the backup creation process on AhsayCBS User

Web Console but wish to add additional backup destination other than the predefined
destination.

1. Login to AhsayOBM with user account Login name and Password.

© AhsayDBM

® AhsayOBM

Login name

WindowsTest_1
a

Show advanced option

2. Click the Backup Sets button to open the backup sets.

[

Backup Sets




3.

4,
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Select the backup set you want. In our example, the backup set is called default-
backup-set-name-1.

© AhsayDBM M=l E3

Backup Sets

Creation Time w

default-backup-set-name-1
Owner: w2k8gr2-std
Newly created on Friday, October 25, 2019 11:00

D

File

J

Office 365

default-backup-set-name-2
Owner: w2kar2-std
Newly created on Friday, October 25, 2019 11:01

The General page of the backup set opens.

© Ahsay0DBM

m default-backup-set-n...

General

Source

JH= E3

General

Name

| default-backup-set-name-1

Oowner
W2K115BS
Backup Schedule
; Windows User Authentication
Continuous Backup

Domain Name (e.g Ahsay.com) / Host Name

Destination | 10.90.10.12 |

Show advanced settings User name

| Administrator |

Password

P |

Delete this backup set

IS




5. Go to the Destination page. You can add extra storage destinations here. Click the
Add button.

© AhsayOBM [_[O[x]
E default-backup-set-n... Destination
Backup mode
General Sequential W
Source Existing storage destinations
G AhsayCBS
Backup Schedule Host: 10.16.10.12:443
‘ Add
Continuous Backup
Show advanced settings
Delete this backup set
6. Add a new destination on the New Storage Destination / Destination Pool. Select the
Destination storage from the dropdown list. In our example, it is GoogleDrive-1.
1O Ahsay0BM [_ (O]

New Storage Destination / Destination Pool

Destination storage

(3@ AhsaycBs v

(= GoogleDrive-1
ﬂ Local / Mapped Drive / Removable Drive
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7. The new storage destination, GoogleDrive-1, can be seen on the Destination page.

© Ahsay0BM JH[=] E3
E default-backup-set-n... Destination
Backup mode
General Sequential u
Source Existing storage destinations
AhsayCBS
Backup Schedule Host: 10.16.10.12:443
@ GoogleDrive-1

Continuous Backup

A v

Show advanced settings

8. Click on Save to save the modification.
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